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CHAPTER 1

Introduction to Internet of Things-Applications/ Devices,
Protocols & Communication Model
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Introduction - Overview of Internet of Things (I0T)

gRTT- 3exede I 978 &1 aciiaaa(loT)

Internet of things is a platform where regular devices are
connected to the internet, so they can interact, collaborate and
exchange data with each other. The Internet of Things (IoT) is
here to change the world we know. Smart cars, smart homes,
smart cities, everything around us can be turned into a smart
device with the help of the Internet of Things. IoT sure does bring
the 'cool' factor to technology. While IoT is poised to bring the
next big boom in the job market, lack of skill is facing the biggest
barrier for companies looking to adopt this technology.

scvae IE 7y v VdTTele BiH & STEl [AIfAT 3Ueaeor
gevde d I3 gld & SHIT & Up-gER & HIY 3T I,
BTGNS 3N FHIGIT-TG1T Y Hhd §/3e3 HiF [Foa(loT)
TeT GIFAT H agena i AT & [oIv 1 FAE PR, FAE 17,
FHTE RS, AR 3TH GIF I Ucdd a&g &l geiae it
e & #geg & ¥HIC Barsd # agelr 5T FHar & | IoT
TehlcteT Gigifadr & T ' aid ' &1 Ib § | ST IoT Flat
FISTR H §3 Faelid &la & 3z FITFT & BT FHF PH 3
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History of IoT (IoT &7 3Tderd) :-

1. 1970: The actual idea of connected devices was
proposed.

S[S 3UHIUN Pl aEdided [daR gEdidd fohar
I AT

2. 1990: John Romkey created a toaster which could
be turned on/off over the Internet.

Sl AHDT o Teh SR TT TTH Selede W
dlel/dG ThaT ST Hehcl AT

3. 1995: Siemens introduced the first cellular module
built for M2M (Machine to Machine).

dag & M2M @R & Jehe) & forw fafda
Ugell Holok AlSYel Y& bl
4. 1999: The term "Internet of Things" was used by

Kevin Ashton during his work at P&G which
became widely accepted.
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"SelAe 3 fTeE” Qe dr AT hidd Ted
ERT P& GH 31U A & NI fohar arar ar
59 cgue §U @ TR har =)

(i

5. 2004: The term was mentioned in famous
publications like the Guardian, Boston Globe, and
Scientific American.

M, di¥ed Toid 3R arsfefthe ARG
S UTAE URRE F 39 e Pl Seod fopar
IR ]

6. 2005: UN's International Telecommunications
Union (ITU) published its first report on this topic.

Tgh Y & HRET T O’ FH(ITU) o 36
v @ 319aT ugell RUE Uahrid &l

7. 2008: The Internet of Things was born.
gexdc 3% U478 &1 S g3

8. 2011: Gartner, the market research company,
includes "The Internet of Things" technology in
their research.
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(Advantages of 10T)
Hﬁm H:-

a) Communication -
hFG[Ahrd

[oT encourages the communication between devices,
also famously known as Machine-to-Machine (M2M)
communication. Because of this, the physical devices
are able to stay connected and hence the total
transparency 1s available with lesser inefficiencies and
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greater quality.
Cost efficient
Business
Operations Better Health
Care
Security
f’/ﬁ-"-

Advantages 3 /
Of loT [ Row Safety

Stay
Connected

_ ‘ Your Pocket
Efficient usage [ Personal

of electricity Assistance
and energy .

0T 3RV & & IR Pl Wcdlled BT &, o AMA-E-
AMT (T2 TH) IR & ®U A M FAT AT §13H ol I,
HIfAh 3TAIOT 2 T H FWaTH & 3N safAT Hol urRGiIar
hH TAAIST 3R 3HTAh IUTad & F1Y 3Ucley &l

b) Access information — EREps]
SABIH I

We can easily access any information sitting in any part
of the globe 1n real time. This makes 1t very convenient
for people to go about their work, even if they are not
physically present.

g dEdfad AT A gfaar & fhdr off oed & IS ot oft

SATTRRT PN AT I T Y Jhd & IS o9 Pl 3aa
BIH I A J & U ggd AT e 41 &, 7 & d
‘Wi 7 F HAlGg o &
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¢) Automation and Control — 3TTCTRT
3 decld

With wireless infrastructure connecting and controlling
digital objects digitally and centrally, there 1s a large
amount of automation and control in its functioning.
Without human intervention, machines are able to
communicate with each other to deliver fast and timely
output.

IR SWhEceFR & Y f3fSee awq3il & 3foee 3R
docoll ®T F Peae IR FIRT HA & HRUT, SHD BIA
BIel A IS AT FTdaTel= (3TerALrd) iR fFg=or aar &I
AT TEAEIY o Toar, #AMed ol § 3R g W 3m3eye &
& foT UF g & Y FaAG A A TETHA B

d) Efficient and Saves Time — RTel IR gHT Hi
add

The machine-to-machine interaction provides better
efficiency, hence; accurate results can be obtained fast.
This results in saving valuable time. Instead of
repeating the same tasks every day, it enables people to
do other creative jobs.

FhD Scope

028 |
@6\@ || Middioware | @ )
1) o1 |
-
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AMA-C-AMA SelaRIeT JEcR G&TAT UeT P ¢, safod

Féh aRone F AR ST Fhd 25T Iged AT N Tud

B IR o g et & Sy & Iy, Ig Al @
3T TATCHD PR S H FeIH JITaT gl

e) Better Health Care and Management

— dgdy TR @A 31 g

Remote medical Improved
assistance N\ / diagnostics

Resl timg BENEFITS OF IOT Better health
monitoring and o—— ¢ Better healthcare
alerts IN HEALTHCARE management

ﬁ;:g::ssnble medical / \\ Medicines control

RELEVANT relevant.software

The patient monitoring can be done on a real-time basis

without a doctor's visit. It enables them to make
decisions as well as evidence-based treatment.

T &Y fFTRIAT T SieeX & Gk o T T o YR W &
ST bl & 1TE 3o T o) & FTT-T1Y J1eT-3MUTRT UEdTd

3UAR & foT HeTH gt gl
) Efficient usage of electricity — IEEGIED DAl 3UIIT
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Layers in Electricity Consumption Monitoring

Layer2 Layer3

You can use electricity effectively because the devices
are directly connected and communicate with controller
devices such as mobile phones. So you don't have to
worry about unnecessary use of electricity and
appliances.

3119 FISTell T UHTAY 9T & SUITIT Y Hobd & FIiTeh Sasq A
SI81 TS ¥ 3R Aarsel BIT o1 e Barsd & @Y Faig Pid
& 39T 3mae! f[Uotell 3R SURION & 3TaIe ST & IR
A Rar s fr STw™a T &l

g) Security - GNETT

You can control your home through mobile phones. It
provides personal protection.
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QE( IOT ANALYTICS

Six principles of loT Cyber Security across the stack

User " Device(s) Gateway Connection Cloud Applications
loT {2E o) |
L 8569 . i PRI . CRM ERP
Elements g : o~ | Analyies
‘o MaLildizid ‘SCM‘ PLM‘
A. Secure Device (Hardware) B. Secure Communications C. Secure Cloud
o Device intelligence ODr-:vite initiated connections 9 Identification, authentication
e e Edge processing ow!essaging control and.encryption

Security
Principles

D. Secure Lifecycle Management

GRemote control and updates of devices

Source: o7 Analytics *User; can represent o person, device, system, or application Insights that empower you to understand loT markets

ok

31T AITS S Bl & ATCIH W 30 8 i [T T
ehd & | TS I Thard GI&T UeTe hidT &

Disadvantages of IOT mﬁﬁw ‘-
a) Compatibility - hFdfefaferd- Currently, there is no

international standard of compatibility for the tagging
and monitoring equipment.

addA #, T AR AR sudor & faw Aqgeran
(PFIfETEET) BT Pl AHARET ¥ el ol

(b)The system offers little control which leads to
various kinds of network attacks like hackers could
break into the network and steal the information. So,
data encryption is very much necessary for maintaining
the privacy of the data shared over the internet.
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Teh [oT fFear 3Mad & 5 g § 3R dcad W FuR Ad
S| fEeH U AT yed war § o [affed R &
Acdd THA BT Aded Il & oI & hY Acdh Bl dig Tdhd
¢ 3R Sl g Fohd & I3TfT, e¥ae W Ars fhe amw
3T T MUHAIAT AT @A & folv 3T Tiepeerd agd
HTaTF ¢l

¢) Privacy wisdent - Even without the active
participation of the user, the IoT system provides
substantial personal data in maximum detail.

SUATIT ! G GiehT JrafierdY & faar oY, 10T REed 31Q¥epad
forarR & gaT@ <afRherd 3T Ul &dr &l

d)Unemployment-sRISTIMRT: With every task being

automated will lead to a lower need for manpower and
eventually loss of jobs. This will have a direct impact
on employment.

Ucddh B & Td: gl Holdd LAfh &l hdA FMaThdl AR
oIcT: ANBRIT BT JHATT M| SHBT HET 31H SR T
TS|

I HEHIOT (Simplified Version)

IE PDF O Level I M4-R5.1 % dR & &, ST "Internet of Things
(IoT) 3R 38% 3TN W &1 H 37 A AW H TS
%, ofched HT 3 Tt @I | HT PDF A 3 3R RSy il
%, 3afoT & gl @l ATl T & e gl
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HE&g AT (Syllabus)
JE P 6 TREdr A der &
1. ToT &1 ORET - 30T, Barzd, Wetdre 3 Hergiaser
AlSe (10 37®)
2. dol 3R FAFRE (10 37F)
3. BT, TeFegued 3T ASshiehclon (15 3ih)
4, ToT VU AT (40 37H)
5. ToT &1 GL&T iR HfaeT (5 37h)
6. Oite Thed - fthca fawrA (20 3i®)
AT 1: LoT T URTI - 3uAN9T/fEarsy,

Wekpie 3R HEgfAher Az

ToT &7 &2

(Introduction)

IoT Tsh UOT OFeH & & @A del (o ks, #R)
ST H sl §1 I Th-gal & ad Y Feball &, Sl A
H Fhd! &l 3TH TAC R, TATC AT dAd &l loT dheileh bl
'Gol TATT 8, olfehed THHA AlhRAT deolf W Tehed &I HaAT &

RS & T 10T U Tolehid & ofel 37 3asd sciae &
SISl §1 @ 3T RN B &1 FHA giddT deel @ & - FAE

PR, O, AT| IoT dbellh Pl FHIGR TATdl &, olfehad Hpufaal
P Thos T Al Fel T
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IoT &1 sfae’T (History)

1970: Y g Basw @1 3msEar 3mam

A BRIEF HISTORY OF The Internet of Things (1oT) has come a
long way, going from one or two machines

I O | in the 1980s to billions in 2019.
® 1969

ARPANET, the precursor to the
Internet, is developed.

1982 @

Carnegie-Mellon researchers
({ connect a vending machine

to the Internet so they can
remotely check for cold L

l

sodas. John Romkey demonstrates the
@ first toaster controlled via the
4
Kb 1995 Internet.
The GPS satellite network
(version 1) is completed. 1998

IPv6 adds 22128 new IP
addresses, which even loT devices
1999 will have trouble eating up.

The term "Internet of Things" is

|
first used by Kevin'/Ashton of |
MIT. l
2000

LG announces the first smart
fridge. It's cool (literally) but also
too expensive to sell well.

2007 @

The first GELEYs released.

® 2008

The first international loT
conference is held. Also, there
2009 @ arenow more online devices
than there are humans on earth.
Google start self-driving

cars.
® 2013
Google Glass is released. Too
soon, apparently. VR and AR are
2014 @ pparen

still in early stages.
Amazon releases the Echo, which
sets off a scramble to enter the
smart home hub market. @ 2016

GM, Lyft, Uber, and Tesla are
all testing self-driving cars now.
Mirai, the first large-scale loT

2017-2019 [ attack, also takes place.

loT continues to grow as Internet
penetration, Al, blockchain, edge
computing, and cheap devices
and sensors proliferate.
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. 1990: SifeT AHM A FexAAT A HA/3AE A qTeT SR
S|

. 1995: WRHE F M2M & T UgaT AqeR ARSI T

. 1999: HfdeT T A "Internet of Things" AT SEAATH
fomam|

. 2004: T3 IGEART F s == S

. 2005: UN (ITU) = Ugell Rulc SIRY &6l

o 2008: IoT ohl SeH §3'ITI

. 2011: AMER o 5@ U= Ra=r & wfdAer fhan

IoT & ®IIC (Advantages)

a) HFYfAhAA: fBaSH Th-ga@X & a1d Xl & (M2M), 384
URGTIAT d&cl &, IATIAT hA il &

b) STTTRT TFAE: gfaar & fohdl Bl & RIer-ersa et
frerar &, &t 31T gl J &

¢) JTCIAAA: ke § S Ga Tod! §, A Pl ST
e, JoT PTH Bl &l

d) GHT gad: AWM FHAS BIHA B! &, o9l fshuied A
qhd &

e) TAELY: FIaT T TRmEr far siger & fafeie &, a@rgg-
TR eIl |
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) frstell saa: Basa A ¥ 2, el ST et
BIdT| ) GaT: BX &l AlSel ¥ el B, Thedel Uil
frerer B

AL loT Advantages and Limitations
(" Limitafions )

S
salely and Securily on the Inkermet

Beneficial For fhe Complex Syshem For
Healthcare Industry Maintenanace

IoT & Jhdld_(Disadvantages)

a) FFUfeaforcr: R 3R Affaeior & o #g ag
TS AL

b) GI&T: dcas § S &l ¥ ghd INI B Fehd &, ST
Tieshteled STEdT |

¢) UISadl: PR hr HENGRY foar oY udder 31 SaTer AN
Bl &

d) SRISTIRT: J9 3iiAcs 8 § AlpRAT da Bl
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IqE Tl TEIXOT I THIA Pl AATA Qeai H FHASAT &,
ofthd PIS dgenad g1 fohaT| 3R 3R TUE & T IT™d &,
G|

Chapter) - 1(Class -2

IoT design methodology

Purpose & Requirements
Define Purpose & Requirements of 10T system

Process Model Specification
Define the use cases

Domain Model Specification
Define Physical Entities, Virtual Entities, Devices, Resources and Services in the |oT system

Information Model Specification
Define the structure (e.g. relations, attributes) of all the information in the loT system

Service Specifications
Map Process and Information Model to services and define service specifications

10T Level Specification

Define the loT level for the system

Functional View Specification
Map 10T Level to functional groups

Operational View Specification
Define communication options, service hosting options, storage options, device options

Device & Component Integration
Integrate devices, develop and integrate the components

I Application Development
IOT Develop Applications

IoT Design Methodology that includes the following steps: IoT

feosa ugfa o Aeafaf@a @xor afdfeaa

Step 1 : Purpose and Requirements Specification First step is to
define the purpose and requirements of the system. In this step, the
system's purpose, behavior and requirements are captured.

Ugoll dhed faTed & 32T 3R ATt &l aRATNT
BT B15H WOT H, {TeH & 37, TaeRr 3R MaeTdhar3i
»l A forar srar &
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e Data collection requirements(3eT TIE
HTTIIBATT)

® System management requirements( ReeH gaeT
HTTOTHATT)

® Security requirements(G&7l HTTOTDHATT)

e User interface requirementS(BUWWf 3N
HTTIIBATT)

Step 2 : Process Specification The use cases of the IoT system are
formally described based on or derived from the purpose and
requirements specifications [oT

UUTTell & JSUANT & ATHAT Dl 32T 3R MaIHhdr3fi &
fafadelics 3MUR WX I3 § uig garkee &9 & aford fopan
IAT

Step 3 : Domain Model Specification The domain model describes
the main concepts, entities and objects in the domain of the [oT
system to be designed. Domain model defines the attributes of the
objects and relationships between objects. The domain model is
independent of any specific technology or platform. Physical Entity,
Virtual Entity, Device, Resource, Service

Step 4 : Information Model Specification The Information Model
defines the structure of all the information in the [oT system.
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Step S : Service Specifications Service specifications define the
services in the IoT system such as service types, service inputs/output,
service endpoints, service schedules, service preconditions, and
service effects

FarfafacerioT yomelr & Far3fi or gRMNT Fa & ST Jar
U, AT 3IYe/3MM3cYe, HaT FAUS feig, @ar Asgel, Gargd
o 3R TamaTa

Step 6: IoT Level Specification In this step define the
[oT level for the system. Five typess of IoT deployment
levels are used according to different conditions.

3H WOT A BEcH Sl oT TR P IRATNT A | e
feufaal & 3gER Ui bR & loT TR FRI &
SUGIfh AT AT &

The Physical Design of IoT

Physical Design of [oT refers to Things in [oT and IoT
Protocols. Things are Node devices which have unique
identities and can perform remote sensing, actuating,
and monitoring capabilities. IoT Protocols help
Communication established between things and cloud-
based servers over the Internet.
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10T I TShet 2SS IoT H TEI3T 3 10T WISkhlel &l
Hefid ar glaeqg & A fBarsa § Sadr e gea= §

r Physical Design of loT

Connectivity Processor A;‘di":_flv ideo 1/0 Interfaces (for
nterfaces
CPU actuators, etc.)
RJ45/Ethernet 3.5mm audio
= UART
RACvideo
SPI
Memory Interfaces Graphics Storage Interfaces
uano/moR |
MG CAN
DDR1/DDR2/DDR3 |

10  INTERNET OF THINGS 1/ 4

Uele Y Hehcll §1 loT Welhid Fedede W a3l 3R Farss
maid FR & frg TR TG RS & FAeg waT gl

1. Things in IoT : Refers to [oT devices which have
unique 1dentities that can perform sensing, actuating
and monitoring capabilities. [oT Devices can be
various types, Sensing Devices, Smart Watches,
Smart Electronics appliances, Wearable Sensors,
Automobiles, and industrial machines.

2. ToT ARYTH: (0T SURUI &1 TEGH ol & otaaeht fafre

gedld Y Fhd &l IoT Basay RAffied upr & & Tha

—1 I
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T, O fBasay, TaATeayg, TATE Solaci ey ST,
RIS AW, JiTerAasey 3R ssfEeae @i
3.10T Protocols - [0T Ulcidhicd [oT protocols help to

establish Communication between IoT Device
(Node Device) and Cloud based Server over the
Internet. It helps to send commands to IoT devices
and receive data from an IoT device over the
Internet.

IoT UleihieisedaeWRIoT Basa (Asfasy) 3R aass
UG TR & dg §aR TATMUT e J A dd ol Te
IoT f3a18d &l hATE A H AGE Pl ¢ 3R AT W
& [oT f3arsd & se1 urg &dr gl

Link Layer — Link layer protocols determine how data

is sent over the network's physical layer or medium
(wired or wireless). Link Layer determines how the
packets are coded and signalled by the hardware device
over the medium to which the host is attached.

feldr &I Gicidlel Tg [FUIRT @xd & far dead & fhiadmer
SN ITT HTETH (TII3ITTENGH) GX 3T e Holl ST &/
folds v I8 F9IRT avar & b 3T #AreqH & Hararia gee
B3 & 3 ATEIH & gI3dIN Baigd GRT Ube &l hd BT
R GHiaa B sar &

Wireless connectivity :-

I
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Wi—Fi: A widely used wireless networking
technology that enables high—speed data transfer
over short to medium distances.

THeTIgH &G & 3G P 57l Jiell TR &ige eafealdes
& & BIeT & HLIH I G7 3T5I1ld 3er

. fwnv:

Wireless
Technology

ETIAIRUT Hl FGH TATA &/

Bluetooth: A short—range wireless technology used for
connecting devices in proximity. It is commonly used
for IoT devices that require low power consumption and
intermittent data transfer, such as wearable devices and
home automation systems.

Teh B gl aR—IX ofH dehelleh TEel 3T TAeheadt
SURION Pl SNse) il AT STAT &1 SHBT SUANT 3THAR
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W 10T 3UFRCN bl fhIT SaT & oias e wd eter &
GUud 3R Th-Thd 3T BT bl ATAIRAT Bl &, i
Ugddal A9 fZarsy 3R a1 3iciAea Reed|

Zigbee: A low—power, low—data—rate wireless
communication protocol designed for applications with
low power consumption requirements and a large
number of devices. It 1s commonly used in home
automation, smart lighting, and industrial applications.

Th HHA-QRD, HA-3CI-GI AT TIR Gleidiel Slchd TasTell
&I WU EIRAIN 3R T8I T&IT A UHION arel
FIuAnT & fow Bomsa fear o= § | s 3uAeT A aik
W A AU, TATE arsfear 3R N oo #
fepar S &I

LPWAN (Low—Power Wide Area Network):
LPWAN technologies, such as LoRaWAN and
NB-IoT, offer long—range connectivity with low power
consumption, making them suitable for [oT applications
that require wide area coverage, such as smart city
deployments and agricultural monitoring.

Toiseegquua GINTATRAT | S R 3R TAd -3E83IE,
S fasrel 1 @ud & @Y gy H FATFTAE v A
foT U &7 Padat H AR AT Bdl &, I THACIST
ddrar 3R pRfARET|
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Wired connectivity :- Ethernet: A standard wired
networking technology that provides reliable and high-
speed data transfer over a local area network (LAN).
Ethernet is commonly used in industrial settings and for
devices requiring high bandwidth and low latency.

N A e T

Wireless/wired P CoRtmlE BEWaE Interfaces
connectivity to the Real World

w83
Te
uss 21 use
o A MeroB
/

LN &

Uh HATTHRAITS Acdihdl dbeileh Sl TATET 81T deddh(LAN)
WA A 3R 3Tg9fd a7 A0 Uerd Hal & |
SATAC BT 3TN AR WX e & fEoadd 3R sTuds
[y 3R HATITdr BT IFMAYhT dTel USRIl & forw fhar
STl &

IEEE : Institute of Electrical and
Electronics EngineersPowerline

Communication: This technology allows data
transmission over existing power lines, eliminating the
need for additional wiring.
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WHAT IS THE MEANING OF IEEE?

Institute of Electrical and Electronic Engineers {IEEE),
I[EEE - iz aninlamatonal technical professional sooaty

More than 375 000 membare frodr 150 counines
Cheg ol the gra-emingnt standands bodips

Advances the thaany and agplication of electiro-echnologies and
allved gclamzes

Praduces over 3005 of warld's pubished filerabures in Elecincl
EFICHOB R, CEMPUTerS, S oo

« IEEE slandards are recogmized naticnally and worldwide.

g deheileh Hlolal TooTell oigal WX 32T SrEfARld Hhl AT
o &, forgw 3ifales aafier fr 3raTear AT & Sdr &

Network/Internet Layer: This layer is responsible

for sending IP datagrams from source to destination
network. Its host identification 1s done using
hierarchical IP addressing schemes such as [PV4 or
IPV6.

Cloud Back-end

Internet Security protocol

Network Layer

Communication protocols

Wi-Fi ZigBee Bluetooth GPRS RFID

A J

ACdd/SeTACHIN:TE ToldX A ¥ s dcad dad
3mUIS e Ao & forv Reuifcaad Sigadr ave ugaa

I
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IPV4 ITPV6 SIET UGTIsh{dd 3TSUTTS A ATSTAT31 1 Suier
BIh HI ST &

Transport Layer - SIUICelAR:- This layer

provides end-to-end message transfer capability
independent of the underlying network. It provides
functions such as error control, segmentation, flow
control and congestion
confrol......... 8 ..... 5 .. A 0.

Transport Layer Protocol

Source Destination
Computer Computer

Internetwork

Link

g W 3iafdfed Jcad ¥ Tad7ss —¢ —§5 TS TEiaul
&THAT Ucld il & 13I8 A0 |, faTsTe, Jare a0
IR e AIF0T S8 BaRET U AT ol

Difference between TCP and UDP —
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amsﬂtqéﬁﬂraiahﬂm

UDP

® oe @

SENDER RECEIVER SENDER RECEIVER
REQUEST

SYN
RESPONSE

SYN ACK
RESPONSE

RESPONSE LK

1.TCP 2.UDP

1(a)lt is a connection-oriented protocol.
g Uh DAl —3RIecs UIcIhlel &
2(a)lt 1s the connectionless protocol.

IE Th heldQld oF Ulelhid g

1(b)TCP i1s reliable as it guarantees the delivery of
the delivery of data to the destination router
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a‘éﬁﬂ‘fﬁfﬂ'ﬂ?ﬁ'&%ﬂ-‘ﬂ’iﬁﬁqe ITdcT T3
Pl ST DIfSeilayl T IMRET SdT &

2(b)The delivery of data to the destination cannot
be guaranteed in UDP.

UDP # I1deadse e hr Zeliadlr fr e
ol aregddl ol

"« Slower but reliable | » Fast but non-
transfers guaranteed transfers
» Typical (“best effort”)
applications: e Typical applications:
e Email e VolP
e Web browsing ] ¢ Music streaming )
O oy
._/'O O -—ﬁ
O
a O
unicast unlcast multicast broadcast

1(c)TCP is slower than UDP.

eI T JoredT H ST JolellcAs U 4 T
J

I
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2(c)UDP 1s faster, simpler, and more efficient than
TCP.

UDP TCP & Jofell # 318 def, Tl 3R
AP HA T

1(d)It does error checking and also makes error It
performs error checking, but it discards recovery.

JE T T db AT & IR TRRBIH  har
Y

2(d)It checks for error and discards the pack with error.

Jg TY T dhhidl & IR TWRars Uhe &r

fSEps A &
1(e)It is heavy-weight.
I% & fade &

2(e)It is lightweight. But not that reliable.

T oise de & of haX oligddl gl &l

TCP is used by HTTP, HTTPs, FTP, SMTP UDP is
used by DNS, TFTP, SNMP, CoAP, and Telnet.

Address-Moazzampur Karari, Kaushambi r
Mobile no.-708076746, 6387249072,9026672774 1l




BIGITAL RK COMPUTER ACADEMY

website-  www.drkca.in, drkca.com

Application Layer - Application layer protocols
define how the applications interface with the lower
layer protocols to send over the network....

HTTP |DNS‘ FI'PI TFTP SMIP SNMP TEI.III:T‘

TCT h oY Uleihiel I8 URHATNT dd & Thadecdd WX
A & foll ollaX <X GIeidhidl & TTY TTell heldscy By
e BT B

MQTT (Message Queuing Telemetry Transport): A
lightweight protocol designed for efficient communication in
constrained networks, suitable for low—power devices and

unreliable connections.

MQTT Client MQTT broker

Publish Topicl
Publisher Sy _@. = i B

MQTT Client

Publish Topic2
Publisher  JEEEY --—>
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AT dAcad # HAT IR & v s fhar =1 veh
TohT UIeIhidl, SiiehaT-Afharel 3uaon 3 3rfasaaea
FARIA & foIT 30gH B

HTTP (Hypertext Transfer Protocol): A standard

protocol used for communication between web
browsers and servers, also employed in IoT for
web—based interactions and data transfer.

99 g3eR IR gR & fg garR & fow suaerfe Jmema
arell Teh ATAD Ureiopid |, fod aa-3matRd S 3R
Seegw & v [oT H dfifaaiaa fhar Srar g

CoAP (Constrained Application Protocol):
Designed for resource—c

HTTP

| |i Request Message
°®0‘ 4 - &
[— = HTTP
; Response Message
HTTP Clients N _
(Web Browser) HTTP over TCP/IP HTTP Server (Web Server)

onstrained devices, CoOAP enables efficient
communication and is often used in IoT applications
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that require low power and low bandwidth.

O Eoraas: Ry

4 bytes 0 - 8 bytes 0 - x bytes 1 byte 0 - x bytes
—— of —— [ I

e al
| i | | sl |

Payload marker

Y -AAT SURIVN o forw fSeimga fohar I/=m, CoAP FHorel
TR HETH g1l & 3R 3 [oT 3quai 3 3uer foha
ST & ot fow A fasiell IR &A dsfdsy 61 3aedehdr
gl &l

AMQP (Advanced Message Queuing Protocol):
A protocol for reliable messaging between devices and

applications, capable of supporting complex messaging
scenarios.

Applications . Exchanges Route Queues Store and . Applications
Produce and Filter Forward i consume
Messages ’ Messages Messages i messages

@K i

Clients Server (a.k.a. Broker) Clients

3UROT 3R U & N uEdT e Ao & fou
U Uleipid, St Sifed el aReedl &f THIT Fa & geTH
Y
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WebSocket: A communication protocol that enables
full-duplex communication over a single, long—lived
connection, facilitating real—time data transfer between
[oT devices and servers.

WebSockets

Client Server

L1 —

Initiating Handshake

Connection Established

Data Transfer

Connection Closure

blog.algomaster.io

Uh HAR YICIhlcl St Ueh, ofd AT ddh deledd dlel heldled
W QUI-ZTldrd HIR &l H&TH Jeldl &, @ 10T SUhoil
AR GO & NT aredfded-G7T 3T FATAEROT 6 glaar
frerd B

XMPP (Extensible Messaging and Presence

Protocol): It is a communication protocal for message-
oriented middleware based on XML (Extensible
Markup Language). the protocol has been used also for
publish-su systems, signaling for VolP, video, file
transfer, gaming, the Internet of Things (loT)
applications such as the smart grid, and social
NEtWOTKINg SEIVICES....ovuiiiiiiiiieeeeeieaieeannnnnn.
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XMPP €—>
XMPP protocol work TR €—D

Public publish /
subscribe server

Bob

Site's publish/
subscribe server

University domain’s
XMPP server

TE TFHUAT (TFHC (ATl ATh 3Telddel) ITUTRA Teel-
3cAWHS I & o T HaR Uieihla & |UIeihlel &l
3TN Ufeel-Geaehsa aeed, 33, N2, dredeH i,
oT TfCerherd o8 T I3 3R ARrelde afcher a3t &
fore off fopar e €1

The Logical Design of IoT

. Logical design of an management [oT system refers to
an abstract representation of the entities and processes
without going into the low-level specifics of the
implementation. An IoT system comprises several
functional blocks that provide the system the
capabilities for identification, sensing, actuation,
communication andloT
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T
Application . el

TUTORIALS

Analyze Data

Confidentiality
Services
Management Security

Availability

Communication

Reca o1 difoed Basd aRicada & AFa-Tadgary
forat & S & foer Txamsi 3R ufhant & ue
IFaufafafca @ Feffid &dar ®I1Tdh ToT RAEeH & 3w
PIATCH Phedlh AMAST Bl & oIl [ECH HI Ugdre, g,
TFGALN, HIR 3R Ua9d & fou sTAdm3i & garss & 2

For understanding Logical Design of IoT, we
consider the following terms: 0T &aliTSichal 2 @l

oSS faw, gd Fafaf@a el R aa &

1.IoT Functional Blocks
2.10T Communication Models
3. IoT Communication APIs

IoT Functional blocks

An IoT system comprises several functional blocks that
provide the system capabilities of identification,
sensing, actuation, communication, and management.
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Application

Services

Management Security

Communication

Device

Uk [oT TBECH H 373P BaAAd elich AT Bid & oif
ugITeT, ST, TaredRle], U 3 Gaeel &l JoTell &THd131 &
Ucld aXd &l

Device: An IoT system comprises devices that provide
sensing, monitoring, actuation, and control functions.

E@% =

T [oT RFed & v Basy afdd e & AT,

B T i
AfereNaT 3R herd Haid Ued &ld o
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Communication: Handles the communication for the
IoT system.

o e

Means OF Communication
"*‘*g " Sl_ L

Lo e

A

loT B¥eH & ToIT §aR &I GHTACT ©l

Services: Services for device monitoring, device
control service, data publishing services, and services
for device discovery.

S
Agriculture

e
e &
M2M & Wireless

Sensor Nebwork E Manufacturing

Healthcare

Uieel T Haru 3R fEarsd @il & @arg|

Management: This block provides various functions to
govern the [oT system.

Address-Moazzampur Karari, Kaushambi r
Mobile no.-708076746, 6387249072,9026672774 1l




R ACADEMY

website-  www.drkca.in, drkca.com

g edlich [oT A & Farfed e & fov faffea &

UeTel hidl gl

Security: This block secures the IoT system and by
providing functions such as authentication, authorization,
message and content integrity, and data security.

laT Security Architecture Compenents

Maonagement networks, agents and applicotions

' 0 T
B-GEGEG

Ig <ol [oT T{Ted &l Wﬁ BT & 3R authentication,
authorization, el 3R &ée 6l faragaad, 3T ser gI&r
A P U HIaT T

Application: This is an interface that the users can use to
control and monitor various aspects of the 10T system.
Applications also allow users to view the system status and
view or analyze the processed data.

IE TP ScThy & Torgel 3TN 3T dhddl loT AFeH &
© | Uftarhere SuMarehar3t & e i Tufa e@a 3R
WHES 3T &l W IAAVIT i hl HFATT i & §

Communication Models — Elﬂ-‘{ﬁ-lﬁml?-l?fl'%ﬂ
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Communication models are listed below qu?—lﬁ?‘\’l?r Hisol
Al 9 dag

(i) Request-Response Communication Model
Request-Response is a communication model in
which the client sends requests to the server and
the server responds to the requests. When the
server receives a request, it decides how to
respond, fetches the data, retrieves resource
representations, prepares the response, and then
sends the response to the client.

Rerdee f9tar & 3R adRed FoadT a9 ST § 1979 JeR
U ReFd¥e Urd dr &, al Ig aF & ¢ o $Ha
gfaferar & ST, 3er urd fohar Sie, RER daeced &l
ger:urd fehar ST, gidfehar daR &1 ST 3R O aImgep bl
gfa fhar #sir STl

Publish-Subscribe Communication Model GTeeTl-

HW@WQ]@QFQHWET’T Publish-Subscribe 1s a

communication model that involves publishers, brokers,
and consumers.

gfedte-egshisd TUsh R Alsd & o1 # UhIrh, sepd 31T
SUMHT ATAT B &
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Push -Pull Communication Model GRT-

WQW@W Push-Pull 1s a communication

model in which the data producers push the data to
queues and the consumers pull the data from the
queues. Producers do not need to be aware of the
consumers....

Uer-ol Teh hagiicheldd Hisel ¢ [oT@H 3T A 2er &

T H push @ & 3R SUHRAT 7 & 3T Gigd (pull) §IfFATaT
Bl STHHIAT P TPTED Bl DI IRl del ¢l

a. Exclusive Pair Communication Model

TFHF e AAUIThF Y AhAAAHISH Exclusive Pair is

bidirectional, full duplex communication model that uses a
persistent connection between the client and the server.

TFaFeg[ad UIX Udh bidirectional, fully duplex AR HSdl &
SFose 3N TR & T T TARN HAdIa BT STAET HIdl

¢l
Development Tools used in loT

IoT & 30T AT ST dTel 3UhIOT
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1. Arduino - HTSIAT Arduino is an Italian open-source

hardware and software company, projects and user
community that designs and manufactures single-
board microcontrollers and microcontroller kits for
building digital devices.

LCD

TEMPERATURE
SENSOR

PULSE SENSOR

10T

RESPIRATORY

IENIOR ARDUINO

PRESSURE -
SENSOR

VIERATION
SENSOR

GPS

Arduino T SdTerd! UT-8F &8 dX 3R AiFedIX
U, Ulolere 3N SUANThdl HHaT I & Sl fSiaied
ATSH! Peterk b Barsa 3k AT e g

2. Eclipse 10T - TFacT S 31T Eclipse [oT is an

ecosystem of entities (industry and academia)
working together to create a foundation for [oT based
exclusively on open source technologies. Their focus
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remains in the areas of producing open source

implementations of IoT standard technology.

i ToT GEATIT ( SAITIHRIALITSIT ) T Teh
gRfEyfa fr g7 & S OAv &7 @ 30U AT
gfafral . 3R loT & foT T 3MUR ga1a &

forT e P X T © 130T €I [oT HAlAD
WA F gol Gd FAcadd & &7 A Tl &

3. PlatformIOT It is a cross-platform IoT development
environment. This platform comes with a build system,
supported by a library manager and IDE.....

Business office system

Manag: and sales sy
Industrial production system

Gas,
heating, and
water supply | | control, intelligent

IJE Th hid-Clehid IoT fIhd TadRRAHACE &1 IS
Tl U [JesflTed & a1y 317ar &, S Thagedy
AAS 3R L3S grT AT B
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4.1IBM Watson IBM Watson, an API that allows you
to attach a host of cognitive computing features to
your applications. This is an innovative tool that can
also be used to predict the future.

(i

o e ey

3SAITH dredd, Th UYI3S S 37Tl 37Ul loT
UfCAhRrll H HeileAlcdd hegicdl AU & Th e
Bl Helded el DI AT ST TITE Th SAdfed
3UROT & forger 3uder sifasy fr  sfasgarelt & &
forw off fpar ST Fopar §I

5. Raspbian Raspberry Pi OS is a Unix-like operating
system based on the Debian GNU/Linux distribution
for the Raspberry Pi family of compact single-board
computers. First developed independently in 2012, it
has been produced as the primary operating system
for these boards since 2013, distributed by the
Raspberry Pi Foundation

TET Y UrS3 UF Uk JARd otar AraRfedr ffeeH §
St et RoTd-a18 Fogedl & IRTHT ursy RaR &
forw Sfaaa S vay/feaerafdaRer oX 3marid
TIUgelaR 2012 # TS &0 faefad fhar arar ar, g8
2013 8 31 dief & fow grafde Imfen Rfed & v
# scurfed forar o &, O TEUadl uts WEs gRy
foaRa forar amar &I
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6. OpenSCADA (Supervisory Control And Data

Acquisition) This tool is a part of the SCADA project by
Eclipse IoT industry groups. It is Independent to any
platform and is known for its security and flexibility along
with a modern design. OpenSCADA also supports editing
and debugging and comes with front-end applications,
back-end applications, libraries, configuration tools and
interface applications. Its different tools can be combined
with the development of advanced 10T applications. Unlike
other IDEs, OpenSCADA supports various programming
languages and consists of sub-projects like Atlantis, Utgard,
Orilla and Others....

i
[

i)

IE Tl TiFotH [oT 3UNT FHG §RT SCADA Ulsiee &l
U forar g 1e fordl off o & forw waas § 3R
3MYfeieh fSalsel & | 3(Uell e 3R oeielud & forw
ST ST &1 Open SCADA Hulea 3R fBafdier &1 off
AT HLAT & 3R The-Us TTAhI, dh-U8 UTCeTheld,
TS, BITHINAA Tl 3R B TTARAA & ATT
3T & 13Tk AN SURON ol Jeaad T 3NET
HIYANIN & fAhrE & FY ST S Fehdl &137F IDE &
faadia , Open SCADA Taffea uranfeier Hmwr3t o1 gada

Q:
L=
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BT & AR 3TA 3fealifed |, Ut gard, Orilla 31X Others ST&T
3U-gRASTT anfder gl

7. Node-RED Node-RED is a simple visual tool that is built on
Node js, a server-side JavaScript platform that is widely used in
[oT projects. It is an open-source tool mainly used to connect
devices, services, and APIs together with an integrated browser-
based flow editor. With over 60,000modules, it was developed by
IBM with the aim of providing a user-friendly interface for Node-
RED developers allowing them to connect devices very quickly
and easily.

CTRL Manager

> Configuration,
Visualization

Browser

AZ-E Udh T 22T UM & [ Node .js TR T
T F [oT & Woidel d AT foham Sar &1 Th
NUT-HAe & oI 3uAer A&T ® § SR,
Jaraft 3R Th3E A v ThIpd FTEFSR-IMART Fell
U3y & Y s & U foFar Jrar £160,000 @ 31f9w
ARSI & AT, Jg ISdTA gRI 3adl o & forw
SUANThdl & JRersedhd Uald dld & 38T U

I
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faepfd frar = o, f9|d 3e¢ 9gd Sedl 3R 3mar
¥ fEarsd dage aa & AT e &

8. Device Hive Device Hive is a free open source
machine to machine (M2M) communication
framework which was launched in 2012. It is a Data
Art's Alljoyn based device and is considered one of
the most preferred IoT app development platforms.

o Hive

CLOUD READY

TRENDNET
TRENDNET

I . ., e
: TRENDNET

fSaTed @3d Uk HEA U A8 #AMA gHMA(M2M)
TaR WA dp & o 2012 7 dffea fhar a=@ar a1i1gg 3er
3TE T Alljoyn 3TUTRA Bargd § 3R 58 @ad gadier
0T ¥ 3geUdic Tolchidl & & Th AT ST g

(FI¢: PDF H P& T GT "o e T ZPCT
RER & ot ZoT H &1 sHT /3 STeT & agr A Al By
& Fgife gg eoee arafpteT &/ PDF H &3 sHo & oid

I
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SIIIIH, TIE 3Tfa. dfdbed e ITITRT 307 H 308 TAT
agl faeagry)

Simplified Version

IE PDF O Level M4 BT & 31€ITT 1 (FATH 2) &I &, ST [oT
s AT, fhfahd 3arsd, Welhied, difoihd
fEate, Fegfaha Alsed AR Saaude Ted W §l A
:gfﬁaw»r QTeal ol T g1 fear & (39 "actuating" 1 "foRaT
PIAT", "authentication" BT "UgATT FcATA" 31c), oIfched Hel
FY g @ &) FqT A N IR B At € st at B

Il 1T |

IoT Design Methodology
[oT [3oT8d AUSTcliolr H T T eMfA &

STEP 1: 3227 3R 3MaT¥ede faaiRda &ar (Purpose and
Requirements Specification) Ugell &hea AEeH & 3227 3R
STl Pl TRATT T &1 39 THECH Pl 32°F, cTdeR
AR IR he hHr S E

. 3al ShC Ol il DI ST™d (Data collection requirements)

. T8TcH gdyea T ST™A (System management requirements)
. gam I ST (Security requirements)

. ISR B P I (User interface requirements)
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STEP 2: ufthar fA4ROT (Process Specification) IoT T8¥ed &
SOINT ATHC Pl 3227 3R TNl & YR W ATarika &4
o aftra foRar ST gl

STEP 3: 3131 Alsdl fAY9RUT (Domain Model Specification) 3THeT
AAlsel IoT O¥eA & HET TURUNIT, FEAAT 3 T3 &1
quid T &1 Ig gEG3T @1 faIvdT AR 3d4b @ gay
g Har &1 I8 fordl W dadelld a1 Talchid & Tada
ol (o18: HITde FEAT, AT FEYT, [Sarsq, Gary, dar)

STEP 4: T Alsel TAURUT (Information Model
Specification) YIAT Hisel IoT fa¥cH H THT TIAT T
AT gRATRT T

STEP 5: 9ar T@UROT (Service Specifications) JdT fauRoT IoT
fEcA A a3t & gRAMNT HAr & S8 Hal TR,
$IYe/3M3eqe, {ar idfdg, Far HHIERON, a1 qaerd AR
{1 AT |

STEP 6: 10T TR fAYURUT (10T Level Specification) 398 f&¥ea
& faU 10T TR aRMNT Y| A= Fufaat & 3gar 5
UhR & [oT URTAANSTA TR 3udier fhu a2

The Physical Design of IoT

0T &1 TfSiehel fSseT loT # a&g3i 3 Uiekhled @l
TEfHd T & a&qu a5 fBarsa € foadhr ke ueaa
glcl & 3R ¥ @ AT (Fegy a¥ar), fhareor iR AR
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B Hehcll &1 10T UTeTehiel a&I3M 3R Fell3s FaX & &I
g W AR TG IR A Ace A &l

1. IoT & ER—T}"U (Things in IoT): IoT fZarsa fS=rhr fafdre
el ¥ fAffe gpR & @ Fhd & I AR f2ares,
e 3R 3 Fehe|

2. loT Ulelhied (IoT Protocols): ¥ IoT f3arsd 3R TFallss
IR & g el W IR TAUT IR H FAGE hd
e A 0T l3arsd &l HAS A 3R 3T urd i H

G P ©
i : g ek
Mlb!v’deo Yo In nau,
Convec Huity ocescor i Cemsensos,
St eh | T |
RIS/ ETHERNET CPy E:s._s ciitiane I |
[ reAvideo | ] spl I
Memory Gsaphics Stevage. Interhac ] 12C [
- =
TwAND/NOR | | ‘—JL—:%
; |_GPU _J\ {__MMc —C,AN—]
(porij2/3 | soio | (cA
3 ENERIC BLoCK DIAGRAM OF 10T DEVICES

foled @R (Link Layer): foidh oiIR Uicidial 0T &dd & [ sl
dcad & Hifdd AW (A¥3 AT aRRAE) W HA AT AT &
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TE I BT & fF Udhe gsdR Basd grT & difsa 3k
Torfad foeo s €
IR PATFedel (Wireless Connectivity):

. Wi-Fi: TI19& 3UINT dTell dRRed Acd Il ddald ol
OIS d AYIA gl W dol 3T A HETH aeleil &

. SIEY (Bluetooth): BIET gl Pl aRRAHT deheilh Sl e
fEarsa S & forw 3uAier gidr ®1 IoT Barsa & forw
el dd faoTell 3 Th-vh A 3T W 1T, i
Ugedal A9 fZarsd 3R ae AR |

. [Tt (Zigbee): T ATP, HH 3T &I dTell ARl TAR
UieIhiel Sl ®d [dofell dlell T&dl 3R Farer Zasya
arel 31U & T fESsa fohar aram| gl e,
TAC emsfear 3R i & sua|

. LPWAN (Low-Power Wide Area Network): /8§ LoRaWAN
3R NB-IoT, & b & ATY ol gl dedfareraes ad ol
TATE e 3R PN AR & fow 3ugs|

args PATFeael (Wired Connectivity):

. 3T (Ethernet): ATAD dTIS Acdichdl dehaildh Sif
TATART dedd (LAN) R faagaa 3R a9 ST gam
¢ar &1 e afdsw 3k 3=a Jsfasy are fRasa &
o)
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o UIdIellSed amgi?mm?r (Powerline Communication): ?FﬁGET
fasTell a8l WX 3ar grafaerd, Afaie araier &1 sd
e |

Sedd /5eaAc oI (Network/Internet Layer): I% I &
28 Aeadh d& 1P 3end Ao & fov fSeder| giee
UEdTd IPV4 IT IPV6 ST USTshidd [P Ugfier & gl &

Ul aIY (Transport Layer): & 3diclied ocdd & Tadd
US-¢-US HGQ AW &l &l 38d e FIvr, faursr, vare
=T 3R iz ET=oT S |

TCP 3iR UDP & 37aX (Difference between TCP and UDP):

. TCP: haad-3RTes, [T, 31 fSefla’dy aTRer, diam,
¢ I 3R Repadl, Tdae| HTTP, HTTPS, FTP, SMTP,
Telnet & ST

. UDP: haddiTeld, fScliedy TR &1, e, T, Fored, e
dP oAfehd Uthe B3ThIS, Ascde dfehd wa faaaa|
DNS, TFTP, SNMP, CoAP # 30|

UTAHThRA o¥X (Application Layer): TCHIhed oI Uleihlel add
A & b TClhed ollay ol IR Wicidhicl & AT Hd Scihd
A &l
. MQTT: §Iffid Acad #H A IR & AU Foehl UICTepId,
& QAfRh drel Barsa AR Afaaaaa dadaa & o
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. HTTP: 99 3o 3R 9T & fg §IR & U A, 0T
A dI-3maTRA Sedaa 3R T Taw & fov|

. CoAP: Y- f3arsd & forv, Herer TR, A 2ATh
3R dsfasy arer 1oT 3w H|

. AMQP: fZarzd 3R e & fra ruaaa d@a9l,
Sfear dcer aReedt & forv|

. WebSocket: Teh od ehederRld UX QUI-ZCeleFd HAR, [oT
fTarsg 3k g & g RId-e3H 31 T aw|

. XMPP: XML HTUTRA A THASAII & o FOR
Uiciaiol, Uleell-geashiad, VolP, ST, BIedl THWY,
N, TATE s, Aerer Acafher & g

(i

The Logical Design of IoT

[oT FFcH &1 difolehel TSolged HEATIHT 3 UThATHT &1 37T
gfafafRca & a1 sreaaa 1 aifral & I8 ugan,

[oT &l A & fou:

1. IoT BTl selfr g (Functional Blocks)
2. ToT Eh_cl-'?gﬁfl"'»‘\’l?-f Ased (Communication Models)

3. 10T HFgfAcheld APIs

IoT Bl sollFd:

. fSarsa: dffer, #ifaeier, ferarexor 3R [9F0r ue=
T &l
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. HFYABAA: 10T THECH & HIUR &l HHATAT &

IoT
Links Sy

Communication Gateways

Storage
and
Analytics

@rsT & JATU|

. U [oT FATCH Pl Halfeld I & H|

. gI&T: UHTOMRIOT (authentication), UTTehIoT (authorization),
A IWAT 3N 31 Fa|

. UCHIhRE: Yo &l fEeH AIiEd 3R Alffdel o &
Selthy, 8T ¢Ea 3R 37 fasiyor|

PIIAhAT AlSeH:

~F

STaTg & &

. UfcoIr-Heasrsd: UdIRIp, siihy 3R STHpT nidd |

. GA-Uel: SCT 3cUleeh g H QI &ld &, SUHDI oI
ol

. TFEFCYHd X fgfeer, qul graed, Famse-adR & @
TURN hederre |
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Development Tools used in IoT

1. 3TSGAT (Arduino): ScIferded 3NUA-AIA HUAT STt T -
dI% ATShIdhelor aadr & Bioice Baga sa= & forv

2. STFercd [oT (Eclipse [oT): §€ATAHT &1 ariiEAfddhaT i
NTT-AT W IMUTRT 10T BI33AT TATT &1 ATTD
ddeld & NTA-GE Hracddd WX hlahd |

3. TIeHIAIO (PlatformlO): Shid-Telc®id ToT T arararor,
foes Reea, el AaeX 3R IDE & A1Y|

4. IBM el (IBM Watson): API ST HATATCHD hrgfedm
BRI Pl TCAIhT # SsdT &, Jfasy Hfasarft &
forw|

5. EATIA (Raspbian): TETRT Urs & forw sfoaa smaia
JfAedd ST 08,2012 F AR

6. MTASCADA (OpenSCADA): TfdeltH [oT &1 SCADA
3R W-Cﬂm S8 Atlantis, Utgard|

7. AI$-RED (Node-RED): Node.js UX 3TUTRA &Il €T o,
fSarsw, Aarw 3R APIs Siisa & fow| IBM gRT faefad,

ISR thsell §cTthd |

(i
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Top IOT Devices

Tessel 2 Eclipse loT
| Adduino & Platform loT

M2M Labs

Mainspring Ji

| Home Assistant B Net

8. farsg &sa (Device Hive): T 3NUT-81F M2M haddh,
2012 & &f=d, Data Art &l Alljoyn 3TUTRA, GHEIET 0T VT
SdolUdc Tolehid |

educha.com

TE T TEPIOT Il AT Pl 3T Aeal H FHASIAT ©
(Ejﬁih_or QreG S "actuating” @ "fRAT HIAT", "duplex" PI
"fefeer 3nfe), Afeh A agera &1 fohar 3R 3R TUE
RS HI A &N, IATU!

CHAPTER 2
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THINGS AND
CONNECTIONS

Control System- A control system is a system that manages, regulates, and controls
the behavior of other devices or systems. It uses input from sensors, processes the
information, and sends commands to actuators to achieve a desired output.

held T g8 Yollell & St 37 3Uaol a1 RAEed & Fder &t @Il AR
UafAd A &1 IE GO W FAYC AAdT &, SR WAd Il &, 3R aifed
HT3CYS UTH Xl & foU UeFeguex & AT Ardr &

2. Components of a Control System

1. Sensor ()

Measures physical quantities like temperature, moisture, pressure, etc.

— ATUHATE, TN, AT S AT P AT |

2. Controller (eleR)

Processes the sensor data and makes decisions.
Examples: Microcontroller, ESP32, Arduino, Raspberry Pi.

— TET F 3T B NAE R AvT It gl

3. Actuator (TaeIUc)

Carries out the action such as turning ON/OFF motor, opening valve, etc.

— PRATS AT &, oI Al ATe/dE P
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4. Feedback (fiz<s)

Output is measured again and sent back to controller for correction.

— 3T3CYC Pl GERT AT AT & IR YR & AU dgler B AT AT B

5. Set Point (J<_tmEc)

Desired output value (example: 25°C in AC).

— i3 3T3¢qe AT (S AC Bl 25°C X {E i) |

% 3. Types of Control Systems

@ A. Open-Loop Control System

An open-loop system has no feedback. It performs action based on predefined settings.
Output is not compared with input.

HUA-o@ EeA # Hsded A eldll Ig g & dF AT & AR P Al
gl
33eqe H Joldl SAYS el D S|

Examples / 3cIgdvl:

Washing machine (time-based)
Microwave oven

Electric iron (older models)
Street lights using timers
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Advantages (BRIC):

o Simple design
e Low cost
o Easy maintenance

Disadvantages (5dT):

e No error correction
e Less accuracy
e Output changes with disturbance

() B.Closed-Loop (Feedback) Control System

A closed-loop system uses feedback.
It continuously compares output with set point and corrects errors automatically.

Fellos-oU faEeH Hisdes &1 30T HAT &
T 3T3cYe H JoledT VT tise ¥ il & AR AT @ T gurar 2

Examples / 3cIelUr:

Air conditioner with thermostat

e  Smart irrigation system

e Automatic room heater

e Self-driving cars
Advantages (%RI<):

e High accuracy
¢ Automatic error correction
o Stable system

Disadvantages (3T ):

o Complex design
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e High cost
e Requires more power

4. Control Actions / Control Algorithms

1. ON/OFF Control

Turns device ON or OFF based on threshold.
Used in simple systems.

JABes & YR W BaEF A ON IT OFF T &l
W REea & A

Example:

o Thermostat (AC, heater)

2. Proportional Control (P Control

Output is proportional to error.
If error increases — control action increases.

33eYe AT & Hgurd H A B

3. PID Control (Proportional + Integral + Derivative)

¥ ¥ Most important in IoT and industry

PID provides stable and smooth control.
Used in robots, drones, automotive systems.

PID fa=0r feR 3R Topg eier &ar &
Adre, 319 3R eAasa [Tesd & suAier g dar &l
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% 5. Block Diagram of Control System

Input - Controller - Actuator - Output - Feedback - Controller

gAYC . BeloR — TFegUel — 3TBEYC - HIsdd — elek

6. Applications of Control Systems in IoT

Smart home automation

Smart agriculture (soil moisture control)
Industrial automation

Smart healthcare

Smart traffic systems

Energy management systems

o THAE BHA A

. TE PR (Fed Fah Bg=o)
. 3A@e e

o TAC TEUDW

o T ¢fhep ReeH

o Dol ygud s

% 7. Advantages of IoT-based Control Systems

o Automation reduces human effort

Improves accuracy
Real-time control
Remote monitoring
Energy efficient

o JCIAAT @ ATT HH HA

o HIBAT # GUR
o ﬁ?IITvT-EIEJT ER:RT‘[
o I ARER
o Toll T TTd
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8. Challenges of Control Systems

Network failure affects control
Security vulnerabilities

Sensor noise affects accuracy
High cost in advanced systems

o dcad Bl B W deld JHTAIT
. & FHEAT
o 3ead Reea & 3fRe awa

SUMMARY

A control system is a system that regulates the behavior of devices using sensors, processors,
and actuators. It can be open-loop or closed-loop depending on whether feedback is used or
not. Open-loop systems are simple but less accurate, while closed-loop systems use feedback
to correct errors and provide accurate control. [oT-based control systems are widely used in
smart homes, agriculture, industries, and healthcare. They improve automation, accuracy, and
efficiency but face challenges like network issues and security risks.

& gaeR & fAIEd Al §1 38 Heded & YR W 3Aua-ou iR Fales-ou
& fnfoa fhar Sar &1 3Nua-ou Reed @ @id & afha & gds aa
STafeh Fellos-o e Higded & 3udT aXe At @ gurd § 3R 3R
s A= & §1 10T 3muiRa el Rieed TAC a1, ¥, 30197 3R geddhan
A 30T @ B T AU, FEhdT AR S&TAT Pl FEld 8, oifehed dcad 3R
T ST AT BT HHAT P &
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M4 -

3.1
M4 - R5
(IoT)

Chapter_3
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Sensors, Actuators &
Microcontrollers

e Sensor_ Measuring physical

quantities in digital world e.qg. light sensor,
moisture sensor, temperature sensor, etc.

] Actuator _ Moving or controlling

systems e.g. DC motor, different types of
actuators.

1 Controller _ Role of microcontroller as

gateway to interfacing sensors and
actuators.

0 Microcontroller vs
Microprocessor

0 Different types of
microcontrollers in embedded
ecosystem
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Sensor - 48X :

Sensors detect the presence of
energy, changes in or the y

transfer of energy. l
Sensors detect by receiving a //

signal from a devicesuch as a
transducer, then responding
to that signal by converting it into an output
can easily be read and understood.

X Sl 1 3ufeyfa, oRadd a1 531 &
SEATAROT &7 TdT oIl &

HE TP CrESYEY STY 3UHOT & THoder urg
Ph Ul odd &, [ 38 f&oder &l T
H3eye A gRAfdd @b TP ST ¢ &,
S8 3marE) 8 uer 3R AHST ST Hebdl g

(i

Examples of Sensors:

| Temperature Sensor

0 Proximity Sensor
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1 Accelerometer

0 IR Sensor (Infrared Sensor)
0 Moisture Sensor
0 Light Sensor

Two Basic Groups of

Sensors Y & &l dif®

ADIN

Active Sensors:

The effect of the measured physical quantity
on the sensor changes the electric
parameters (resistance, inductance,
capacitance, frequency); therefore, the
sensor needs a power supply to function
properly.

Example: Radar, GPS, X-Ray, Sonar (Sound
Navigation and Ranging), etc.
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giohg qav:

GE W AT 77 Hi{de AET B gHTa Fagd
= QBEE, Ssew MRSE, S

Pl dGoldl &, ST HEX B el § HIA A

& fow st & 3mgfd Hr 3maeIhar @

1. Passive Sensors:

(i

The effect of the measured physical quantity
on the sensor does not change the sensor's
electrical properties. The sensor does not
need a power supply.

Example: Photographic, thermal, electric
field sensing, chemical, infrared, etc.

IGINC R EIEE

X W A 93n fREr Hifde AFT & g 4@
TR & faga aor & gRada & aar ¥ W
P fastell &7 Mg & TaIhaT A& el B
NOTE:
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All living organs contain biological sensors
with functions similar to the mechanical
devices described.

For example _ light: eyes, smell: nose,
sound: ears, and so on.

SCTEIUT _uaprer: 319, 9% d1h, afa: &,
el

Some Important Sensors

Temperature Sensor _ dlUHAT T

A temperature sensor is a device to measure
the temperature through an electrical signal.
It requires a thermocouple or RTD
(Resistance Temperature Detectors).

DHT, LM35

ama

AT HHT Th 3UBOT §; Ueh fagd Hbd &b
ATCTH § dUATT P AU & folv 39 YHAThT

I
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IT RTD (ST Fu=R fBeaex) &r
3TIIHRAT BT &l

Some Types of

Temperature
Sensors _ $s

JTIATT T8 :

1. Thermocouples:

These are voltage devices that indicate
temperature by a change in voltage.

As temperature increases, the output voltage

of the thermocouple rises.

q diecol Basd & S diecol A dGolld & sTATA
dTUaATT AT &1 Fohd & &1 ST & dTuaTe

dedl &, YAIPUS &1 H3CYC dlecsl a9 SIldl

Tl
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2. Resistor Temperature Detectors
(RTD):

The resistance of the device is directly
proportional to the temperature increasing in
a positive direction when the temperature
rises.

fgarsa o1 IAECH duA & @Y 3gurd H
odr & — S O-39 duAT dear §, g M
d6dT ©l

3. Thermostats:

It is a temperature-sensitive resistor that
changes its physical resistance with the
change in temperature.

Jg T cFRIe-dfifea T & S audae A
uRade & T U /LT & acerdr B

4. Semiconductor Sensors:

They are linear devices where the
conductivity of the semiconductor increases
linearly with temperature.
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They provide a direct temperature reading in
digital form, especially at low temperatures.

T Y& 3UFRI0T § SET HIhsdeX dI ATeldhdl
dua & @y Y¥d ®T @ e B

Ig 9V §U @ HH dUAT W Bfoed &7
gl dIATT [T Uerd Hld &l

5. Infrared Sensors:

o e ey

They detect temperature by intercepting a
portion of emitted infrared energy of the
object or substance, and sensing its
intensity.

Used to measure temperature of solids and
liquids only (not gases due to transparency).

Y g IT UerY gRI ScHiold D Soll & Teb

T P AP dUAT Bl TdT 9T &l

SAPT 3TN had ol IR ol erdt & amgaAr
Bl AT & fow par Srar § —34ar & o

el |
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Proximity Sensor _

Adedr I

A device that detects the presence or
absence of a nearby object, or properties of
that object, and converts it into a signal
which can be easily read by a user.

Ueh SURIVT ST fhdll Tt a&g AT 39 a&] &
Tt fr sufeafa a1 rquiRafa &1 gar e g,
AR 38 T oAl # gRafdd &ar & o9
3UGNTehdl AT ¥ US HebdT &

(i

Some Types of Proximity
Sensors _$o Uiiddls
HE

1. Inductive Sensors:
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o Coraas: T

Used for non-contact detection of metallic
objects using an electromagnetic field or a
beam of electromagnetic radiation.

They can operate at higher speeds than
mechanical switches and are more reliable
because of robustness.

website-  www.drkca.in, drkca.com

AT T a3 HT SufEATT A1 gar oo & fow
fopar ST &

g i [Eaar & Jeledl # Hi¥h I1fd W A
Y Fehd & 3 ASGAN & HROT S fauaiy
Bl ¥

2. Capacitive Sensors:

Can detect both metallic and non-metallic
targets.

Used to sense very small objects and for
complex or difficult applications.

UhR & TEHT P Ugdled Hhd &l
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Selchl SUANT BIC Teoldrcd DI TdT oIl AT
Sifee aRfEfaal # fohar Sirar &

T o ey

3. Photoelectric Sensors:

Made of light-sensitive parts; use a beam of
light to detect presence or absence of an
object.

Ideal for long-distance sensing and non-
metal objects.

hleSafded JOT URAT-Gagaiel Han & I

A € 3Rk forel avg Fr sufeufa ar squieufa
Bl UdT 9T & TorT eprer bl fehIoT A1 3UieT
i &l

Y o gt & G A1 IR-91g gEG3T &S fow

3TeeY B ®

4. Ultrasonic Sensors:

An ultrasonic sensor measures the distance
to an object using ultrasonic sound waves.
Used for distance and presence detection like
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radar or sonar.

e W Th SURIOT § S eafa gden or
3UANT dXh Rl a&q &1 gt ATdr

geTehT 3TN g&J T SUREATT AT g AU &
forw fhar Sirar §, 319 R A1 iR

Pressure Sensor 2R &M

-
1 - 33
¥ - _": :'
bit

=

A pressure sensor senses pressure and
converts it into an electrical signal.

The signal amount depends on the level of
pressure applied.

UR HEY GdTd Pl ATHH LT & 3R 38 Th
foga fvae & agar &ar 2

fvater I AET T9T 9T gag & TR W AR
B B
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Such sensors are used in many devices that
rely on liquid or pressure systems, especially
in IoT applications.

VY O P SUANT Phs TR0 H har Jam &
S Rl AT gdg UX 3MUTRA 89 &, @HeT IoT
eca #H|

Water Quality Sensor _dieI adifelc!
Used to detect water quality and ion
monitoring, primarily in water distribution
systems.

Water is practically used everywhere —-hence
these sensors are used in many industries.

STel I[UTadT HHT &1 3AT HTT FT § el
feraor gonferat # urelr @ IoTaar AR I
AfARET &1 gar P & forw foRar Srar g

OTeAl ol9THIT & ST91E 3T BIdT &, ST &
T PI 3UANT B 39T H Bidl ol
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Some of the Water Quality Sensors
P die] FTferdl dH

1. Chlorine Residual Sensor:

Measures chlorine residual in water —widely
used as a disinfectant because of its
efficiency.

TE Ul & FollieT & 37GAYW &l AT § 3R
geTdl & PRUT Fgd 3TQh 3UART [hIT JT aren

hICTO[ATRI T T

2. Total Organic Carbon (TOC)

Sensor:
Measures organic elements in water.

I O Ul & e mUTRAT (3Pt ) deat
B HATAT Tl

3. Turbidity Sensor:

Measures suspended solids in water;
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typically used in rivers, streams, and
wastewater treatment.

<93 TR Ul & 31 wol T AET B AU
el
st iy FoRE & fFar Srar ®)

4. pH Sensor:

Used to measure the pH level in water —
determines whether it is acidic or alkaline.

SHPT 3TANT Uil & pH FAX (3T I7 &RI
gl & AfY) & A & fow fear srar §
PH = Potential of Hydrogen

5. Oxygen-Reduction Potential
(ORP) Sensor:

Measures oxidation/reduction reactions
occurring in the solution.

IMIRAT dER TopdY giel & oI dTell
3TFATRIOT/ T UTAThATI & TAX hr ATIdT
Y

—1
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Chemical Sensor _ $fied da3

Chemical sensors are used in various
industries.

Their goal is to indicate changes in liquids or
to detect air chemical changes.

They are mainly used for industrial
environmental monitoring and process
control.

S 3TeTT-3Te19T 39N & JEfAH FET J9U
S

SADI 32T el A URAdA &I Hebd SAT AT a1Y
A Tarafas aRada &7 uar oPTeT gidar &
TERIAD BE Bl &I 3UIET ENaeh gIrexor
AR 3R afthar @ga0r & fRar AT §

Gas Sensor _ 39 X

Gas sensors are similar to chemical sensors
but are specifically used to monitor air
quality and detect the presence of various
gases.

(i
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Like chemical sensors, they are used in
industries such as manufacturing,
agriculture, and healthcare.

They help in air quality monitoring, detection
of toxic or combustible gases, and hazardous
gas monitoring in coal mines, oil & gas
industries, chemical labs, etc.

gAB! SUANT fAAW FT § FT T IOTIT Hr
AR 3R fAafdes o & suRafa & gan
I & forw fopar ST #

Selehl 30T AT, P HR FaeeTy S w3
3aen A fRar Sirar g

¥ HE iy I[oram $r fAoRed, faveh &
saoeiier IGT &1 Tdr oeTd, Pl Welar A
Yoleteh It i AR 3R aa-3 sain
it 3T fPT ST B
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Examples of Gas Sensors
_3H HET & 3ETedl:

0 Carbon Dioxide Sensor

0 Carbon Monoxide Detector
0 Hydrogen Sensor

0 Air Pollution Sensor

0 Nitrogen Oxide Sensor

1 Oxygen Sensor

[ Ozone Monitor

1 MQ-135

Smoke Sensor _ THIG TEI

A smoke sensor detects smoke (airborne
particles and gases) and its level.

These sensors are widely used in
manufacturing industries, HVAC systems,
buildings, and residential infrastructure to
detect fire and gas incidents.
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They help protect people working in
dangerous environments.

THD HHY Teh UHT 3URLOT & S YU (FaT H
Alslg Ul 3 1) &1 gaT S

g 3T fAA0T 341, HVAC Ta¥eH,
SHARC! 3R 3TardrT &= J 39T 3R | &
a1 g3l &l Idl ol & o fopar ST

e 1TE WAl IIdraRol & hIH I dlel AN &l

& A FAcg T &

Level Sensor _ddd

A sensor that determines e -
the level or amount of .? :
fluids or liquids in an
open or closed system is
called a Level Sensor.
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They are primarily known for measuring fuel
levels but are also used in many liquid-
handling businesses.

ogel HEY Teh AT 3UHOT & S Fhdl ol AT dg
feca & aTa uerdt & TR IT AET A AU &
foT suer fpar Srar &

Zoe HTHAIR W YT TAX AGA & forw Srem
STdT &, ofhed eIl JIUIET 3 el Uerdl
arel 34N A off foRam STaT §

Image Sensor _ 333 dWX

Image sensors convert optical images into
electrical signals for display or digital
storage.

They are mainly used in digital cameras,
medical imaging, night vision devices,
thermal imaging, radar, sonar, media, and
biometric/IRIS devices.

Solacifae Ghdl A deadl Sog Bfolcd &7 H
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Uefdd a1 Jafed X H Acg dld o
gIhT SUANT &I &0 Bfdeca harr, Afsha
3UGROT # fFar SIrar

Motion Detection Sensor _ #Ie<
f3eaa dOY

A motion detector detects physical
movement in a given area and converts it into
an electrical signal.

It can detect motion of objects or human
beings.

AT BT U gl 3URIUT & ol fopdr
&9 # Hifded 71fd &1 gar oonar § 3R 38 faga
dohd # gRAfdd &Har B

e aEG3 AT AFSAT & a1fd &1 I oo b
fore gater fopam ST 2
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Gyroscope Sensor _ S3UEhT JTT

A device used to measure angular rate or
angular velocity is called a Gyroscope Sensor.
It measures the speed of rotation around an
axis and is mainly used in navigation and
orientation monitoring.

STEREAIT HAX DIONT d97 IAT UIA &I DI AA
& forw gier foRar e B

g ferdl a&g & feem 3R a1 &1 AIRmEr aarn
%, 3R Afqaee gonferdt # yA@ U d 3UINET
gl T

(i

Accelerometer Sensor _ TFaIHEY
An accelerometer measures vibration or
acceleration of motion of a structure.

These sensors are found in many devices like
smartphones.
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They are used for vibration detection, tilt
sensing, and acceleration monitoring.

TFHeRIACY Tdh 3URUT ¢ il fhdl TEaT &
Ul AT IS &b caROT P AT |

g HE TGl 3ULOT (S FACHIA) H UIT S
el

SAhl SUANT HU, Fehrd AR A BT UdT oTomal
& forw fpam Srar ¥

(i

Light Sensor _di3e dTX

A light sensor consists of a
photodiode with an LED at
the center.

When light hits the
photodiode, it produces a
voltage that is amplified by a microprocessor.
By analyzing the voltage, the sensor detects
light intensity.
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i HEX Ush HIYRUT Blel 3g &idr & oadh
thg, # Th TS ol Bl &

S GUhIT 3H WX Usdl &, ol I dlecol 3cUed
AT & 8 ASH WA §RT dEr™ 1T B

el 118 & dlecsl TR Pl CERT ThIA Pl

gdT oTRT ST gohdT &l

(i

Example: LDR (Light Dependent
Resistor) / Photoresistor

Moisture Sensor _dJ# J&X

The Moisture Sensor is used to measure the
water content (moisture) of soil.

When the soil has a shortage of water, the
module output is at a high level; otherwise, it
is ata low level.

A O D1 U A T F Py AU F
forw fpaT Srar
Sg fACE A Ul & B BT §, A AR P
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313eye 3wd TR W AT &, 3T 3M3cYc
fee TR o e B

Example: DHT11, DHT22

Humidity Sensor _3TTgar 81

The humidity sensor is a device that senses,
measures, and reports the relative humidity
(RH) of air or determines the amount of
water vapor present in a gas mixture (air) or
pure gas.

AET TR TH VAT 3UROT § S gar Y |mer
HGdT (RH) & AGAr & 3R RUlC &ar & an

I T (@) a1 g A9 A HAlgg STerarcy
Fran fAaiia &ar gl

Optical Sensor _ 3iiftecehel T

A sensor that measures the physical quantity
of light rays and converts it into electrical
signals that can be easily read by a user or an
electronic device is called an Optical Sensor.

(i

Address-Moazzampur Karari, Kaushambi r
Mobile no.-708076746, 6387249072,9026672774 1l




(i

DIGITAL RK COMPUTER ACADEMY

website-  www.drkca.in, drkca.com

Due to this, they are widely used in
healthcare, environmental monitoring,
energy, aerospace, and many other
industries.

HiTCEhel A I8 SURIOT & S Gehrer fopont
HIfeh AT A AGAT & IR 39 fAOGT Fobal A
gRafad &l & oiee 3UdeTdhdr a1 s
goldcilcled I AT 8 Ue Hehdl &l

AT BRUT ST 3UINT TAXLY [aril, gATaxor
IR, o, TIRIEAd 3R &5 3 3990 H
fopam ST &

Actuator - 719 & drelT

An actuator is something that actuates or
moves something.

An actuator converts energy into motion or
mechanical energy.

An actuator requires a control signal and a
source of energy.

Actuators are typically used in manufacturing
or industrial applications and might be used
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in devices such as motors, pumps, switches,
and valves.

Ueh Tagued Ueh UH! a¥d & Sl fopdl a&q o
gl AT & AT AT UG HLdl o

Ueh TFUST Sall Pl A AT ATTAh Fal H
uRafda &ar &

TFUeT Bl Teh [AIF0T Rl 3R Sl did H
3TIRIDBAT el &

TFJUY AN W fafaATor ar 3ianfirs
HIUATN A 3TN fhT S & 3R A1 U
AlY, Uu, TEaa AR ared S SuALoi # b

ST Ghdl &)

(Moving or controlling system e.g.
DC motor)

qEcH B TATFIRT HIl
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IR GRIERECTGIRC L
ST e

DC motor speed control is one of the most
useful features of the motor.

By controlling the speed of the motor, you
can vary the speed according to
requirements and get the desired operation.

AT Arex a1fa f[g=0r Aex A gaw suAEN
faQuansit & ¥ s g

Arex P a7fad o [FIPT ™=_b, 31T AT HRT
HFAR T Bl TGl Hebd & 3R HTeTH
IR UTd T Hehd &

A DC motor is any of a class of rotary
electrical motors that converts direct current
electrical energy into mechanical energy.

In a practical DC motor, when the conductor
(armature) is supplied with current, it
produces its own magnetic flux.
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The magnetic flux either adds up to or
cancels out the magnetic flux due to the field
windings.

The accumulation of magnetic flux in one
direction exerts a force on the conductor,
and therefore, it starts rotating.

Teh ST AleX Vel fagd AT &1 T aaf & S
ST fagqd St ol e Far A uRkafdd axar
el

AT AT #H, T Peded (MFIN) P Hie e
ST &, & IE& 3UAT TG T Gelhid Folerd

ScUee] hdl o
TE Foldrd Ples el gRT 3cled Foldd &
AU AT & S[5aT & AT 38 e T &

Uh 2T A FoIFrg T TIT heded U I JITdl

T, 98 I8 gaar g & &dT B

Types of Actuators _

faffeT g & Taeuex
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1. Electric Actuators _sd{dcahd

TFUC

(i

T o ey

An electric actuator may provide actuation
force/torque in several ways.
Electromechanical actuators power a motor
that converts electrical energy into
mechanical torque.

This type of actuator is generally powered by
a motor (DC, AC, or Stepper) that converts
electrical energy into_mechanical motion.

Uch Tolfdgeh TIRUS e dllehl & Tl AT Tich
UGl &Y ghdl ol

SelFgIdth el TFguel Udh HAlCY &l b &d ©
St faga sa @ IifAs e & agardar &

$H UhR & Targued IMHAIN T AleX (G
AlY, TH AlY, I TEW AlX) gRT Hdlield
gld § St faga sa1 &t aife oifa & aRafda
HId Bl
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2. Hydraulic Actuators _gssifelad

TFUC

A hydraulic actuator consists of a cylinder or
fluid motor that uses hydraulic power to
facilitate mechanical operation.

The motion output can be linear, rotary, or
oscillatory.

Because liquids are almost incompressible, a
hydraulic actuator can exert a considerable
amount of force.

These are used to operate tools like balers,
cranes, excavators, loaders, and presses.

gIssifeleh Teguel H Ueh fAfelsy AT Fefss AT

BT & S ITTAeh Hleled &l A Tl &b foIuw

grgifors Uray &7 3UINT Tl &l

SHbT ATTAD M YWep, goIaRie el e
Hhcll Tl
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3. Pneumatic Actuators _ _qgﬁﬁ‘cﬁo—

(i

T o ey

TFUC

A pneumatic actuator uses energy from
compressed air or vacuum at high pressure to
produce either linear or rotary motion.

Example: Used in robotics —sensors that

function like human fingers using
compressed air.

Th dIdd (FgHTCH) TFguel 3Td gard drell
AT &1 AT JFGH & ScUeed Soll I ST
w1 goff afd 3ctea da & forw e g
SCIedUT: qafead & o8 Wi & 30T gdr
& S guifsd gar & #ATCIA & AT STl
e B B 2

4. Mechanical Actuators _ Fhfadd

TFJUT

I
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A mechanical actuator converts one type of
motion (such as rotary) into another (such as
linear).

Example: Rack and pinion mechanism.

Operation is based on structural components
like gears and rails or pulleys and chains.

T IiTAD (Hbldhel) TFIUT Teh YR &I i
(G goif) & gat geR &1 afa (S FEw) #
ufkafdda & ©l

3EIe0T: ¥ 3R ufaga dF|

g dTeld GiTlcA® el o TR, I,
goll 3 I O AR e &

gIsgifelh UFUe dgd AP Tof o9 Hehll &
geAhT 3UANT doR, ohed, s AN, @Y 3R
UE S8 3UDON B HATfeld A & fow fona
ciciy

Address-Moazzampur Karari, Kaushambi r
Mobile no.-708076746, 6387249072,9026672774 1l




DIGITAL RK COMPUTER ACADEMY

website-  www.drkca.in, drkca.com

(i

o Coraas: T

5. Thermal / Magnetic Actuators _

YA / HIATCH TIFUe

These actuators can be activated by applying
thermal or magnetic energy.

They are compact, lightweight, economical,
and have high power density.

They use shape memory materials (SMMs)
such as Shape Memory Alloys (SMAs) or
Magnetic Shape Memory Alloys (MSMAs).

e UhR b TFJU &l YA IT Jaehid Fol)
A9 b Afehd fohaT ST FheT &l

d PR A B, Tob, fpwprRIAT 3R 3=9 AT
gdcd dlel old ¢

SAH “UT AAR AT (SMM) ST “QU AFA
T’ (SMA) 1 “Hedfed AT HART TAT”
(MSMA) &l 3urer fohar ST &l
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M4 -3.3

Controller or

Microcontroller _@&eloR

3 ATShliheler

A controller or microcontroller is also known
as an embedded controller.

A microcontroller is a semiconductor IC
(Integrated Circuit) chip consisting of
multiple functional blocks such as CPU, ROM,
RAM, EPROM, Timer, Counter & Interrupts
etc.

It is essentially a small computer with all
peripherals inside a single package that can
be used as an embedded system.
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Uch helelX IT AShidhclell Pl TFISs dhelelk D
g 7 ot ST ST B

Th HATShidhcloR Udh  HHIbsdel IC (3EHICs
gfhe) U aar § Sad a3 Frafcas <dih
gid & o CPU, ROM, RAM, EPROM,

Timer, Counter 3iR Interrupts 3fe|

g Held: U OIcT HLYeX Bl & oraa gai
URBIed Th &

Udhel H BId € 3 3HPT 3TANT Teh THdes
frea & ®U & fhar o1 bt gl

Sometimes referred to as an Embedded
Controller or Microcontroller Unit (MCU),
microcontrollers are found in vehicles,
robots, office machines, medical devices,
mobile radio transceivers, vending machines,
and home appliances.

hHI-HHT H THISS ehglo AT ATSehlehglo
Jfae (MCU) &er AT gl
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HISshIcheloR dTgal, Jdicd, e A,
Ffat 3R ee] suaol 3 urw S

Role of Microcontroller as Gateway to
Interfacing Sensors and Actuators

JET 3R TFgued & FTIHRIIT H ATZshlchglor
hr T

Main Role of the Microcontroller _
HATSShichg o hl FET A

It satisfies market needs; microcontrollers

have so many features and are designed to

meet embedded system requirements.

That means it performs functions only for its
embedded system purpose.

(i

g ISR Y TAIRATIHT Bl I HIAT &,
ATShichelol A &s fIAuame gt & 3R I@
TFdss fOEeH & Al B QU & & v
ESIECRERICIRS
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SHPT AdAd & T Tg hddl 30 Tdss {Led
32T & ToIT P HIar gl

0 It simplifies the complexity of market
needs.

e dIeTR I FARLAT bl JATcadl Pl TIT HIAT &

[ It acts as a motivational factor for the
embedded system market.

Jg UHdes [OTed doiR & oIt UROUME™I& dod
BT BT BT &l

[ Microcontrollers help to make innovations
(standard applications).

HTSShIhelel TRl (HTeADh U ) &
fapfla e # A wa T

Power Consumption Factor _ fesTell

hr WUT BT PRb

Microcontrollers require less energy —this is a
key factor that satisfies user needs.

& SleTd & o ATGPIhclon Pl Igd D Foll
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3MAIHAT BT &, T&N PROT & o Tg
SOINTRATST N TG D AT 9T A G HIAT
el

Heart of the Embedded System _
TFISS TOECH Fl g6

Microcontrollers are the heart of embedded
systems; they give life to embedded
applications.

The invention of microcontrollers brought
revolutionary changes in embedded
technology.

HATShIdhcloRk Urdss faTeH & “fea” § —3
TFISS AT & Sfiad & B

ATShIhcIoR & ISR o Tddss caedldiol H
HYSATRIT dgelra fhu]

Microcontroller vs Microprocessor

_ATShIheIoR Il ATSHIVIAAT
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Both microprocessors and microcontrollers
are IC-based electronic devices used in
modern equipment such as computers,
laptops, washing machines, air conditioners,
etc.

Their primary function is to automate
processes.

ATSHITAER R ATShIheIeR all & FErIes
gfthe (IC) 3muTRa solaeif@e Basy & S
O] hUYeX, ouciy, gifer AR, TR
S 3 31T 3UDON #H fhar ST g

aleil ol HET 32T URhATHT & TadTeld
(Automation) &I B

(i

What is a Microprocessor?

It is a processing device that converts data
into information based on a set of
instructions.

It is a compact electronic chip and the most
crucial component of a computer or
computing device.

I
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It processes data and produces output based
on the given instructions.

IE Top NATH Basy § o Adel & 3R W)
3eT o gaar # gRafdd &ar gl

IE Uh dgd PhiFdde Folaelided [T & 3R

Y BT I HAgcdyul Tk gl
g TG & AR ST &l WHE Hch FIel

ScUeed I &l

Example: Intel 8085, Intel 8086
What is a Microcontroller?

A microcontroller is a compact electronic
system that contains a processing element,
small memory (RAM, ROM, EPROM), and I/0
ports on a single chip.

Hence, it is like a miniature version of a
microcomputer.

It is small, low-cost, and serves as the main
functional device in appliances like
microwaves, washing machines, and smart
refrigerators.

I
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HATShichelo} Udh BIel Solaciiad afed & fogd
WAl gfae, SIS AART (RAM, ROM,
EPROM) 3R IO ul€ ush & U & a9 &
qE el T H ATShl HLYX &I BT ¥U gl

Je A dETd drell 3R ©ler Basy &, &gar
3UANT W] 3R e suaol d qEg
AT & &7 F forar ram €

(i

Microcontroller |Microprocessor
(ATSSPIhIoN) (ATSHINTTR)

Acts as the heart of
a computer system.

Acts as the heart of an
embedded system.

TFdss [ATed &1 gedl | ¥
gl
Memory &1/0 Memory & I/0 are
components are external, making
internal, making the the circuit more
circuit less complex. complex.

Used mainly in washing Used mainly in

I
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Microcontroller |[Microprocessor

CIEFIETAGEY) (ATSHITTTT)

machines, air personal
conditioners, etc. computers.
More efficient. Less efficient.

Has more registers. |Has fewer registers.

Can be used with Cannot be used in
compact systems. compact systems.

Embedded System _Tsd3s R{eeH

An Embedded System is a combination of
computer software and hardware, either
fixed or programmable.

Example: Fire Alarm —it can sense only

smoke.

ISl 8T & S a1 ar TR gdar & a1 g

Q9|

I
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3ETEUT: BRI 3elld —SiT Shael Y31 Ul
HhdT &l

Types of Microcontrollers in Embedded
Ecosystem

Microcontrollers are categorized according to
Memory, Architecture, Bus Width, and
Instruction Set.

HATSHIhEIOR Pl 3eIhl  AARY, 3Mfhcaay, a9
iz, 3R WET Ve & IR W gofipd R

IRAT T

According to Bus Width _sg diss
$ i

The 00000 refers to parallel connections
between microcontroller components that
transmit instructions and data.

Based on bus width, microcontrollers are
divided into:

—1 I
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8-bit, 16-bit, and 32-bit
microcontrollers.

TSl T THg & it A6 3R 3T & FaR
I B

g9 disE & HUR U ATShIheleR did bR &
Bl &:

8-fae, 16-fdc, 3R 32-fdc
HTSShIcheIoR |

According to Bus Width _sg is$
b AR

The 00000 refers to parallel connections
between microcontroller components that
transmit instructions and data.

Based on bus width, microcontrollers are
divided into:

—1

Address-Moazzampur Karari, Kaushambi "
Mobile no.-708076746, 6387249072,9026672774 fnn




{fIGITAL RK COMPUTER ACADEMY

website-  www.drkca.in, drkca.com

8-bit, 16-bit, and 32-bit
microcontrollers.

TSl Bl THg & S A 3R 31 &1 AR
Ll Bl

gg diss & YR T ATShIhelal did UhR &
Bl &:

8-fdc, 16-fae, 3iRk 32-fd¢

HTSshIhc o] |

According to Memory

Devices _ AR ek
Rarzd & AR :

o
=l |
T

—1 I
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(i

Microcontrollers need memory (RAM, ROM,
EPROM, EEPROM, Flash Memory, etc.) to
store programs and data.

Based on the memory configuration,
microcontrollers are divided into two types:

HATShIhIGR hl WA 3R 3T TR ™ & foau
AFANT (RAM, ROM, EPROM, EEPROM, Flash
Memory 37Tfe) T 3MaIchdr aidr ¢

AAN PIEHIRAST P YR W Seo &l YbRI A

dieT 31347 &

1. Embedded Memory
Microcontroller _T&I3s AR

HATShIhg el

In this type, both data and program memory
are embedded into the IC itself.
For example _8051 microcontroller contains
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(i

program & data memory, I/0 ports, serial
communication, counters, timers, and
interrupts.

3T UPR &b ATehicheloR #  3er 3R oo
HANY il IC & 37eT TFdss gl &

3CIeUT: 8051 HTShichatey, forgd wiame 31k
e AAN, /O ule, RIS deglaserd,
P35y, TS 3N F{eH —Hd T & U &
gld ©l

2. External Memory

Microcontroller _d&dl AAN
HTShIheloll

These microcontrollers do not have program
memory embedded on the chip and require
an external chip for the same.

For example _8031 microcontroller has no
internal program memory and requires an
external memory chip.

I
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S HATShIheloR H WITH AARN AT & 3 80
gl 3R s@d fow arell AAT g &
3ETHAT B &

5CIedUT: 8031 #ASHIGheer, forgd &S
RS W FAART AET Bl
According to Instruction Set _

SECHAA T & IHJAR

The instruction set (ISA _ Instruction Set
Architecture) defines how the CPU executes
commands.

Based on this, microcontrollers are classified
into two types:

SECal dc¢ (ISA _  Instruction Set
Architecture) g TAUTRA &Xdr & &6 CPU
fAgelt a Fa Avurfea A &

SHP R W ATShibelol 2l JhR & ald o

—1
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1. CISC (Complex Instruction Set
Computer) _Jfed A A Hryer

This type of microcontroller’s CPU is desighed
to execute a single complex command that
performs multiple operations.

It can execute several steps using a single
instruction.

CISC HShidhelelk &l CPU 3H TR IATIT
ST & fF a5 t & Sfcd 6y & &8 drd o
qb |

IE TP & STCaRIT § Pe TR IR bl &l

2. RISC (Reduced Instruction Set
Computer) _HIfAa fAcer dc wegex

This type of microcontroller’s CPU is designed
to execute smaller and simpler instructions.
RISC processors are faster and consume less
power.
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RISC HTSchichelol & CPU B¢ 3R I3 e
dl deit 8 [Avurfea s & fov garar = g
T g dof 8id ¢ 3R & Sar fir @ud &
Y

According to Architecture _

Hfeheae & 3TN

Microcontrollers are classified into two types
according to architecture:

(i

B Gorpas:

HATShIhEIoR Bl SAch! TITAT & YR W ar
UhRT H deiiepd Teham I %

. Harvard Architecture

Microcontroller _gds 3fcheaR
HATShIhelol}

It has physically separate memory for
program (instructions) and data.

Hence, both can be accessed simultaneously,
which increases processing speed.

—1 I
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Example: Most modern embedded
controllers.

=9 UhR & HASshihaloR # wramd (e 3k
3T & ToIT 37el9T-3er9T AART il &
SO aldl P Udh 1Y TFay fhar ST GhdT &,
o fAavurea & afa g S #

SCGTEIUT: AP MYl TFISS helor|

(i

B Gorpas:

2. Von Neumann (Princeton)
Architecture Microcontroller _afd

=gAd (THea) snfheaR
HTShIhg el

It uses a single memory for both program
and data storage.

This concept was proposed by John Von
Neumann (1945) and is widely used in
computers and laptops.

—1 I
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=g 3MfhcFaR H W 3R 37 gl & forw o
& FAART &1 3UANT fham ST B

I IIUROT S dfd <gHAd  gRT 1945 &
UEd T IS A AR 3T AT hrgedt 3R eueiy
A g AR 3T 6 S B

Various Types of Commonly Used

(i

Microcontrollers _ JTHAEIT: 3T

fopT S drel ASPIBEIoR & UhR
1. 8051 Microcontroller _8051

HTShIhe ol

Developed by Intel in 1981, it is an 8-bit
microcontroller having a 40-pin DIP package,
4KB ROM, 128 bytes RAM, and two 16-bit
timers.

It has four parallel 8-bit ports, all
programmable and addressable.

—1 I
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¢l gRT 1981 & Tdpfld, Ig ' 8-ue
AShihcloR ¢ ogd 40 O DIP Udar,
4KB ROM, 128 drse RAM, 3R & 16-Fe
T B &

sHH IR FAEK 8-f9¢ Ulc @Id &, Sif g
WaITAT IR Tgadd @ 2

It is widely used in automobile systems,
robotics, medical equipment, and industrial
machines.

SHDT SUYNT Uh §T §  HieAlase e,
Jaifead, Afsda suaor 3R e af=Et
# frar ST &

(i

2. ARM Microcontrollers _ T 3R.UA.
ARM stands for Advanced RISC Machine.

Itis based on RISC architecture and provides
high-speed instruction execution.
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Used in mobile phones, tablets, multimedia
devices, and wearable electronics.

ARM @ 31§ & Advanced RISC Machine|
g RISCHfheFaR WX 3muTiRd &am & 3R
dol gy Asurea &6 glaar g Har g
AT 3UIANT  FANGIS Bid, cdele, FAeCTATSAT
Bargdsr IR fARad sedcifded # fhar Jran
el

Itis a 32-bit RISC processor, compact,
power-efficient, and ideal for embedded
applications.

JE Th 32-fdc RISCURET &, o 3R #
BT, Soll-PAT 3N THISS TCAThA & T

3UYH Bl &
3. PIC Microcontrollers _ GT.3775. 3.

HATShIhE e

—1 I
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PIC stands for Peripheral
Interface Controller.

Itis based on Harvard
Architecture and made by
Microchip Technology

(i

B Gorpas:

It is programmable using Assembly, C, or
Basic-C language.

PIC &1 319 § Peripheral Interface Controller|

IE TS AfhedaRk WX 3MUTRA § 3R 39
Microchip Technology gRT Afda frar smar

=y
38 Assembly, CIr Basic-C HIOT & Uiamsd

fopam ST Gepar §l

Used in vehicles, robotics, vending machines,
office automation, and medical devices.
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SHPT 3T areal, Udifeary, dfsar el
PATT Tgareld, 33IR Rfecar suston A
fopaT STar ¥

(i

Used in vehicles, robotics, vending machines,
office automation, and medical devices.

SHPT STANT  dargel, Udifedd, dfger i,
PATIT FTaATddd, 3iR  Rfchear suston &

4. AVR Microcontrollers _T.dl.3X.
AVR stands for Alf and Vegard’s RISC
Processor.

It was developed by Atmel Corporation and is
based on a modified Harvard architecture.

AVR controllers are faster than PIC and 8051
microcontrollers.

I
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(i

AVR &7 379 § Alf and Vegard’s RISC

Processor|

I Atmel Corporation gRT [dfad fhar =
T 3R w@MfAa eds anfheawy W 3maRa &
AVR d#BhiheceR  PIC 3R 8051 HATSshiche ok
¥ as 8 &

Examples: ATmegal6, ATmega32,
ATmega64

3qIolVUl: ATmegal6, ATmega32,
ATmega64

Applications of Microcontrollers _
ATSshIcheloR & 3TUANT
Microcontrollers are used in:

. Robotics

. Home appliances (TV, Washing Machine,
Microwave Oven)

. Automobiles
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. Industrial control systems

. Communication devices
HATShIchelol T 30T T &4 A fhar Jran
e

. e

. Gy 3uaor (1, atfdier Afe, FTShag

3Hrae)

. JeIANESd

. e ATE0T gome
Parts of Embedded System _Td<3s
e & o

An embedded system consists of both
hardware and software.

Hardware includes CPU, Memory,
Input/Output Ports, Timers, Counters, and
Communication Interfaces.

I
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TFss A e AR dftedy g |
fArorepy o= QT §1

EEAIAT {9 A CPU, HAANI, IAYC/3MM3¢Ye
Ulc, TS, PP AR HFGfAhd seihd
A B &l

1. CPU (Central Processing Unit) _
Aol AT gac

The CPU is the brain of the embedded
system.

It performs all arithmetic and logical
operations, processes data, and controls
other units of the system.

It executes program instructions stored in
memory.

CPU w33 faTea @t “Afeass” gar &

Ig T IS iR drfches ORI HXAT &,
3T UIEH T ¢ 3R B &1 39 shsar ol
ERIECECEGIRS

(i

I
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g AAN A FUET WA A& A fAearied
AT &

2. Memory _ #FART

Memory is used to store programs and data.
It is mainly of two types:

AARY BT STAT WA 3T ST Bl Jaled A
& Torw fopaT STar &

gqdh &l YHE UhR B ©:
a. ROM (Read Only Memory) _

Used for permanent program storage.

b. RAM (Random Access Memory)

_Used for temporary data storage during
execution.

a. ROM ({I5 3l AAN) . = 79
g I I TR P & T8 3TN hT ST &l

b. RAM ({7 Tad AAN) _ oo &

T o ey

—1 I
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fAture & Sl 3R 3 TR & for
SUINET &l &

3.1I/0 Ports (Input/Output Ports) _
$Tqc / 3MYE UK

Input ports are used to receive signals from
sensors or user input devices.

Output ports are used to send control signals
to actuators or display devices.

(i

4. Timers _CISAY

Timers are used to generate time delays,
schedule events, or measure time intervals.
They help in controlling tasks at fixed
intervals and synchronize system operations.

CISAY &I ST HAATAITA ScUeed P,
g3 A AU Ha 3R AT AUa & forw
foRam ST %

e fAfRd e W st o GafRa &a 3R

I
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RAecH g & Thdsel i #H Ace Pid

el

gAYC UIc {ET AT SUANIThdT SURIUl § oo
Ud A & o 30T fhe S §

H3cyc Ulc Taegued 31 fecel fSarsd &
o Rivae d9a & o suaer e aa €

5. Counters _ 3¢

Counters are used to count external events or
internal pulses within the system.

They are useful in frequency measurement
and event counting applications.

hT5eY Bl SUAIT TYECH & 3ied dIed) g3ty ar
HARS Ted P M0 Hia & fow fohar Sram B
e F foRaT ST §

—1 I
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6. ADC (Analog to Digital
Converter) _Tdrair ¢ 3fGca

(i

heTd e

ADC converts analog signals from sensors
into digital form which the microcontroller
can process.

Itis essential in IoT and embedded systems
where sensors output analog data.

ADC HHX & 3Tl drel AT f{gader &l
fBfoicel §T & acodr ¢ difh ASHhIbeloR 3o
WA AT Heb|

g [oT 3R tFdSs FOEcH # 31cdd 3MaIeh
BT &, @difh O UM: UATelldl 313¢Ye ¢d B

7. Communication Interface _

hFGTABAA FTIhH

Used for data exchange between
microcontrollers, sensors, and other external
devices.
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Common communication protocols include
UART, SPI, and I2C.

HFGfADBAT FeIHH HATSshlehglek, T 3R 3
dTedl 3SURIUN o I 3T & 3Eld-Uerld & fou
3UANT fohaT ST &

TTATTT IR Uieihidl & — UART, SPI, 3iR
I12C|

Chapter _

5 m_Security and
Future of IoT Ecosystem

—1
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(ToT uids &r Fam iR
HIdST)

1. Need of Security in IoT _Why
Security?

(IoT H HI&T I ATl Il £?)

(i

Every connected device creates opportunities
for attackers.

— Ud® connected f3arsd AR & fow
aax Va7 Far

Every connected device creates opportunities
for attackers.

FHIASNTIAT B¢ TR A o7 gt § —SnfaA
H emfdrer ¥l
. Data transferissues (3¢ TATATAOT
HHEU)

—1 I
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. Unauthorized device access (31T8Fd
fearsa Trad)

. Malfunctioning devices (f3a3d &1 @d
gleT)

. Always-on / always-connected devices

(AT TTe] / PelFcS SUhIUT)

(i

. Main challenges in IoT security:

IoT Y&t &l HEY JANIAT:

. Low-cost device production limits
security features.

(A I dTel ST H HIfAd FIaTm
glaard g §)
Increasing number of devices creates more
attack opportunities.

(FBarsat AT dedt T 9 &Hal & a8 dod
%)
2. Privacy for IoT-Enabled Devices

I
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. (@) Secure the IoT Network (IoT
Yead P GRS )

Protect IoT devices connected to backend
systems using traditional endpoint security
features:

Antivirus, Anti-malware, Firewalls,
Intrusion Prevention & Detection Systems.

. TEORRE, UA-ATdI, BRI iR gais
UHATH /Ugle] YOTell &1 ST |

. (b) Authenticate the IoT Devices
(IoT 3UHRITN & YATOIT hY):

. Allow user authentication via:
Multiple user management, Two-factor
authentication, Digital certificates,
Biometrics.
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. SUANTHAHAT Pl HAcCIYSR JdUA-, GlhReh -
gAToflexur, fBfSice gamoms AR araafeadd
&b HATIHA § JATONHIOT AT AT &

. Allow user authentication via:
Multiple user management, Two-factor
authentication, Digital certificates,
Biometrics.

gATofleor, fBfSice g 3R araafeadd
&b HAIIHA § JATONHIOT AT AT &

. (d) Use IoT PKI Security Methods
(IoT PKI gam fafdar & suane
Y):

. Implement Public Key Infrastructure
(PKI):
X.509 Certificates, Public/Private key
generation, Management, Revocation.

T o ey
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. Ut T sheea=r (PKI) fafaai s
X.509 Hfefhde 3R &1 gayua 3’|

(e) Use IoT Security Analytics
(IoT G&T TaSWUT 1 U &Y):

. Apply analytics tools capable of detecting
IoT-specific attacks not seen by
traditional firewalls.

. U GET fa&wor SUHION T SUANT A S
IoT-fafdE &l &l Ugdid bl
(f) Use IoT API Security
Methods (IoT API &1 fafer):

(i

B Gorpas:

. Secure API communication among
devices, backend systems, and apps.

. Ensure only authorized devices and users
access APIs.

. ad 3¥pd Barsd 3R Saeud @I API
3UIIT HT AT G

—1 I
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3. IoT Security for Consumer
Devices

(3UHBT YA & fow IoT
g&)

. IoT security includes four essential
activities:

(IoT HI&T # IR AL FhIATT BT §)
. Identification (TgdT<)

. [ Devices must have secure, traceable
identifiers (e.g., serial numbers).

. UAF Rarzw #F @il ueara dwar @l
EIRY
. Authentication (YHTOIRIOT)

A secure mechanism to establish device_
network connection.

. dAcad AR 2arsd & 9 FLETd P &
forT gaArofietor 3mmaeTs §i

—1
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. Authorization (31f9®R U<
)

o e ey

. Controls device behavior based on
identity and permissions.

. Rasg & 3uAer & s3@h g 3K
FAHA & IMUR W AR fear e B
. Monitoring (f99RT=T )

. Detect unusual data patterns and
potential breaches.

. 3 ETAT 37 Ueel 3R FHTfIT FUaT Seoud
T ggdTT P

. 4. Security Levels (& & &)

IoT devices face both active and
passive attacks.
(3MS3NET 3URIOT TihT 3R AfSpa et

UhIX b EHAT Bl TTHAT Hd &)

—1 I
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1. Low-level attack (a=-TailT
&Hll):

. Attack attempt fails; no harm done.
. S THAT TP I&dl o

(i

2. Medium-level attack (FA<TH-
AT H):

. Attacker listens but doesn’t modify data

SHATR hdel FeIdl &, 31 A URAIA T
hIAT|

3. High-level attack (dw-«lﬁ'q eHAI):

. Attacker modifies or alters the integrity
of data.

. BHITR T & Ieard HIdm ©

4. Extremely High-level attack (3fcdd
IR T gHAD):

—1
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. Unauthorized access, illegal operations,
jamming, or flooding network.

. AP Ugd, 3HdY PR, AT Acad Bl
i |

5. Protecting IoT Devices (IoT SUDBIUN
BT GR&M
(a) Keep Changing Your Password

(i

. Regularly update passwords on PCs,
accounts, and devices.

. JAI-THIT W U UTHIS dcol|

(b) Update Your Device (3UD U] &l
. Enable automatic updates and install
security patches.

. 3Ter-31Use dTe Y 3 FI&m U TUrfid
|

I
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(¢) Reduce Use of Cloud (41138 PI
SUINT HH P):

. Cloud connectivity may expose data to
hackers.

. FOI3S T HA SUANT H diih ST Fard
T

(d) Use Secondary Network (@?ﬂ'ﬂ

. Create a separate network for IoT
devices.

. IoT 3Uson & v 3791 Wi-Fi  acdsh
IATY |

6. Botnet (d1eH¢

. A Botnetis a network of internet-
connected devices like PCs, servers,
mobiles, and IoT devices.

. "Botnet" word = "Robot" + "Network".

Address-Moazzampur Karari, Kaushambi ’i
: M
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Common uses:

. Sending spam emails (FH AT AS)

. Fraudulent activities @@TgsT drel TAAT)

. Distributed Denial of Service (DDoS) attacks

to overload networks.
e DDOSEHA ¥ dcddh & 3U HIAT|

M4-RS

Chapter 4 — Building
IoT Application

[

(IoT UTH[hAA h HIT)

o e ey

» Introduction to Arduino IDE

(Arduino IDE T OREHT)

—1 I
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Arduino was born at the Ivrea Interaction Design
Institute as an easy tool for fast prototyping,
aimed at students without a background in
electronics and programming. Arduino is an open-
source computer hardware and software
company.

Arduino boards can read inputs —a light on a
sensor, a finger on a button, or even a Twitter
message —and turn it into an output like activating
a motor, turning on an LED, or publishing
something online.

You tell your board what to do by sending a set of
instructions to the microcontroller using the
Arduino programming language (based on Wiring)
and the Arduino IDE (based on Processing).

Arduino DT SIedH Ivrea Interaction Design Institute H o3
AT, 8 el § Uieiersy
gl & folT Teh 37T
3UGROT & &7 A AR
fopar aram U, EaT 3207
3 SRl & A AT AT
ST gsHfH Selacifasa
a1 grafHeT H AL

Y| Arduino T&h 3UT-T
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HYER TSR AR FIFedR HUAT &
Arduino 9IS 3AYC UG Fhdl & — o8 fhdl H W
AT, FeeT X 3a7ell, AT fEaexT Fer — 3R 38 3m3eye
A gSeT HehdT &, ¥ Al dTe T, LED STl AT
PO TSl ThIAT HLAT|
3T 9IS &l ddid & & T HLr g, 38F foIw 3T
Arduino UTIITTHIT HTET (S Wiring T 3TUIRA &) 3R
Arduino HIFedIX IDE (S Processing U 3TUTRA &) &I
30INT Ad &l

* What is Arduino IDE?

L)

(Arduino IDE HIT %?)

Arduino IDE (Integrated Development
Environment) is open-source software used for
writing, compiling, and uploading code to
Arduino boards.

It acts like a text editor (similar to Notepad)
with additional features.

It is cross-platform software available for
Windows, Linux, and macOS, and supports both
C and C++ languages.

Arduino IDE (3E1UCE 3TeUAC TAdARAHC) Th 3Ud-
Y IiredeR & S9aT 30397 Arduino a1 TR IS
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forga, puser e 3R 3Uels o & forw fhar Srar
el

Jg Alels &1 diE Tdh caee UfSeX §, olfchd STH
HfaRw gaard gdr §

L1 hIg-Colchid JiFedIX & il Windows, Linux, 3{I¥
macOS T T ToIdl & IR CT C++ HIWI3AT B FUIC
AT &

> Parts of the Arduino IDE

(

(Arduino IDE & WM HTT)

i. Menu Bar _ Contains options for File, Edit,

Sketch, Tools, and Help.

ii. Toolbar — Quick-access buttons for Verify,
Upload, New, Open, Save, and Serial Monitor.

lil. Text Editor — Area where you write and edit
your code.

iv. Output Panel / Console — Shows messages,
errors, and compilation details.

1. ﬁﬁﬁﬂ'\' —3HA File, Edit, Sketch, Tools 3iR Help ST
[dhed ald ol

2. ¢dIR — Verity, Upload, New, Open, Save, 3R
v C .
Serial Monitor & foTT Qidhe e 8ld B |

=
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3. i?;%z? TET ST Fie forad oIk Tuifed
|
4. 3T3CYe Ud / HOId - 90 4o, Ifear 3R
HUTgfenT O T&fdd faavur fewd 8|

»  LED Programming —(‘?fléﬁf

SIDIIEE.

Required Components (TdTh_Hch(

For LED programming, you will need:

. Arduino board
. LED

. Resistor

. Breadboard

. Jumper wires

Once these components are ready, install the
Arduino IDE software on your computer and
configure your Arduino board by installing the
required device driver.

TIsST Uranfder & forw e =mfeu -

. Tdh Arduino %

. U®h Tdss! (LED)
. Teh ISTEX (Resistor)
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. THh J5ds (Breadboard)
. olFY dRAY (Jumper Wires)

S HOh i F g " @, 99 AU Hrgel A
Arduino IDE GiFedaX sEaiel oY 3R 3mays fearsy
SR I Arduino 1S Pl PHiTcHIR P |

o« Arduino Board (Arduino &35

The Arduino Uno is a microcontroller board based on the
ATmega328.

It includes everything needed to support the microcontroller
— just connect it to a computer with a USB cable or power
it using an adapter or battery.

It is simple and easy to use for repetitive tasks such as
blinking an LED.
The word Uno
means “one” in
Italian and marks
the release of
Arduino IDE
version 1.0.

Arduino Uno Uch
HATShIcheIoR dls
© \_TITATmega328
R 3maiRd &
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A ATSPIhCIoR Pl HUIC I & folT TaeTd T
CIC RIS

$H USB dhaol H LT H SIST 1 Febdl & AT T
AC-to-DC T3TeX T i & urer &1 ST Fehell B

IE WA DAl S LED Al 30A-311% A & forw agd
3uef B

Uno QTeg Seforad #T &T & o gar Y “Tdh” @idT ©
— 38 Arduino IDE 1.0 dicd &l gaffa & forw E2Gl
T

e Breadboard (389 _Sf)

The breadboard is used to make temporary electrical
connections between components such as resistors, LEDs,
capacitors, etc., before permanently soldering them.

It has many small
sockets (holes)
arranged in a

0.1-inchgrid. CHEEEE SEEEE HEMEE SHEEE SRS

EERERs "l'll AEEaE R E RN ] EERAAE
Somegroups Of -.-I'I.I. II- .;I'II:-II';---I:-
dadaaeEEe R dFERERAAw
SOCketS are 'l'l*#l.:-:-:ﬁ]-:-:-:‘#l.'li*h"lli‘
internally R I R S I SR LT AT,
[ ]
connected, g
o I FEEEREERE NN NN N 'FEREEREEEE RN RN NI
allOWIng -lill-liiiiiliilililiiiilllﬂilili
( EAE R R RRERS R R R RRN R RERER SRR R NN R
componentsto iEEeEREEEAEREE RN ERERRRRREEEAAE

be easily
inserted and
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connected without soldering.

JSdlS & 3UAIT Ffche & Tehl (ST T, Tarssy,
$hUTHeY 31TE) & 3TYRN §T F s & fow fhar
ST & difeh 3 TART §T & S5 A Ugel TRIE0T
fopar o1 Id|

SHA BIE-BIC BG (holes) B & S 0.139 &l gt W
arETd J&d o

PG Hiche IMTH A 2 8ld & 9Hd f9ar dlesiar &
gfche @l T & ST ST bl ol

ala’
.LED (@S¢ U SRts)
An LED (Light Emitting Diode) is a diode that emits light
when current flows through it.

It has two pins:

. Cathode (-): Connects
to GND (Ground)

. Anode (+): Connects

to a digital output pin Epoxy Lans —— /lED Chip
to control the LED Bond "'"'i“‘—'_l Reflective Cavity
state ‘
y “"“dffﬂ - “cathode
Uﬂé_f:ﬁ- (E;||$E Qﬁ-ﬁ_ﬂ- (+) (-]

3RIIS) T VAT SIS
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® S 39 W Ragd 9RT yaTed @9 WX U
Scafold T &l
. PAT (-): 39 GND (AT38) ¥ SNl AT &

. TS (+): 38 Arduino & 313cye U & SAIST ST
¥ OEY vedd) o AEfg fhar o o)

e Resistor AaE

A resistor is a passive electronic component used to limit
current or reduce

voltage in a

circuit.

By dropping ' .
voltage across it,
it protects =
components like -
LEDs from
excessive current.

I Th

TSR (Passive) Soideilclds Hedh & folddT JUITIT
gfche # garfed a1 drell URT & AT AR AT
diecol geld & forw fohar STar &

TG Tolss! oI Tl ol 3d 9rT § Farar

I
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Jumper Wires (&3
argH)

Jumper wires are simple wires
with connector pins at both
ends.

They are used to connect two . /A/
points on a breadboard without _— ‘i
soldering. '

STFR IR ATACT dR 8id & foidd gl A o
heieX U il &l

Tl U9l e AesRar fhv d=dis & & fugait ot
Sisa & forw fopam ST &

Capacitor (¢hUTde)

In a DC circuit, a capacitor
charges up to the supply

High voltage Electralvtic
voltage and blocks further R \‘
current because its dielectric High Voltage
is non-conductive. ot b

Metalised
However, in an AC circuit, Polypropylen
current appears to pass et
through with little or no crie | @
resistance.
DC Tfhe 3 Hufex acars =

-

dleeol deh dTol Bl hic

& UdTE @l Uch &l & Fifh
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3P SBATFEh AT SHeleR BT &
dfthed AC Afhe F g P B dgd HA AU & AU

IR &l &
< Writing Code in Sketch (5T &

G ENISREGIN)
The first new term in Arduino programming is called a
“Sketch”.

A Sketch is the program that you upload to the Arduino
board.

The Sketch Editor is where you view and edit your code.
It supports common text editing shortcuts such as:

. Ctrl+ F: Find

. Ctrl+ Z: Undo
. Ctrl + C: Copy
. Ctrl + V: Paste

Arduino FTITHIT H Ugoll Fl'é reaTdell & “Sketch”
(Th) |

Uh Thd dg UIITH ardl %-' fS8 39 Arduino 1S
W TS AT &

Thd Ufdex a8 T & STl 3T 37U dhis &l
forgd 3R gurfea aa 2

g AAT QAfEhed Pl AUIE ddl &, 4

. Ctrl+ F: @ioldd & fow

—1 =
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. Ctrl+ Z: Qdad ¥ & forw
. Ctrl + C: Pl dla & T
. Ctrl+V:U¥e & & foIw

% Steps to Write an Arduino
Program

(Arduino 9IITH ol

ol

{UOT)

J1
d

Step 1: Create a New Sketch (13T ¥bd A1)

. Select File — New in Arduino IDE.
Add a block comment at the top of your sketch to
describe what it does and who wrote it.

a = 100;

Step 2: Maintain Proper Indentation (Fel 85T YE(

Keep your code properly indented and easy to read.
This helps in debugging and understanding the flow of the
program.

—1 I
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30 Plg A T 8¢ (W dIfeh 38 Uear 3R Baer
AT T &

Step 3: Define Variables (dRuaer aRemRa
G|

Variables are used to store data. Each variable has a name,
type, and value.

Example:-

int ledPin = 13;

T— —— — — - -

Explanation:

Here, ledPin is an integer variable with value 13,
representing the digital pin where the LED is connected.

IRTT 3T Bl UG I & fow 3T fee Ja
Y

W feU 91T 30T # ledPin Th integer YR T
dRTga &, @ deg 13% — I LED 3f3ea U=

139 ST &

I
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Step 4: Setup Function (JE3TT HaIA(

The setup() function runs once when the Arduino is
powered on or reset.

It is used to initialize variables, define pin modes, and start
serial communication.

Example:

void setup() {
pinMode(2, OUTPUT);
}

setup() BRI hddl TUeh IR Teldl & STd Arduino dTe]
a1 8 g gl

SHPT 3UANT dRTT TS e, U Al AT Fa
AR NI HFGADAT URH A & T foham Siren
Y

Step 5: Loop Function ([T SerRre(

The loop() function runs continuously after
setup().
It contains the main logic of your program.

Example:

I
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void loop() {
digitalWrite(2, HIGH);
delay(1000);
digitalWrite(2, LOW);

loop() B setup() & d1¢ IR-IR Toldl Bl ol
Tel W 310k Hihe & A& difaren for@r Sar Bl
W fGU 910 3geor A LED & 1 hs & 3 3R
3T BT &

Step 6: User-defined Functions (393eTehd]

ST URHATINT el (

You can create custom functions outside setup() and loop()
for specific tasks.

When called, Arduino executes the code inside them and
returns to the main program.

3T HUAT TIRIhdl &b AR setup() IR loop() &
qER GE & BRI Il T B

ST ¢ Bl AT JTAT &, Arduino 3 376X for@r His
T & 3R O A=F Uind W Sl 3 gl
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v Compiling and
Debugging

(hursferT 3R
IEFIRICIN

>  Compiling (FUsfedi(

Compiling converts high-level code into machine
language (binary code) that the processor can
understand.

If any syntax or logical error occurs, the IDE
shows an error message at the bottom.
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wursfersr Th ufhar & T9aA eselad P of AM -
TUT H dcell STdT & difeh TAaX 38 A bl
3R PIs A PIS Idr Jerror) @&, df IDE & T
qeer fedrdr &

> Debugging (Bafdie(

Debugging means finding and fixing errors in
your program.

Arduino IDE doesnt have an in-built debugger,
but you can use the Serial Monitor to print
messages for testing and tracking code
behavior.

=
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fEafdior &1 371 § @5 F FRAT gear 3R 3¢ &®
AT

Arduino IDE & fecsd Bar AL aldr-, ofha 39
Serial Monitor @T JUIET &eh YA & GROTEAT 3R
INugew H Rufa @ gwa ¥

NG

% Uploading the File to
Arduino Board

(Arduino dis U

Follow these steps to upload your sketch:

1. Connect your Arduino to the computer using a
USB cable.

o The square end of the cable connects to Arduino.
o The flat end connects to the USB port of your
computer.

2. Select the correct board from the menu:

Address-Moazzampur Karari, Kaushambi r -
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o Go to Tools — Board — Arduino Uno (or

whichever board you are using).
3. Select the correct serial port:
o Go to Tools — Port — (COM3 or COM4)
depending on your system.
4. Click on the Upload button (the right arrow icon
on the toolbar) or press Ctrl + U.

Once uploaded successfully, the message “Done uploading”
will appear at the bottom of the IDE.

AT T TS P & [T T IROT (U7

1. USBWﬁArduinoﬂﬁm'\q\?ﬁ@;l
o hadl T TR T8I Arduino H NI

. HUre f¥RT HtYgeX & USB UIC H|
2. el 9IS BT I Be:

- Tools — Board — Arduino Uno (T I ECIERR L]
SUANT A I 8)I
3. gt difvaa aié gH:
- Tools — Port — (COM3 9T COM4) 310 [{TeH
& AR
4. Upload 92 (STT X dTell 37Sehel) W el Y T
Ctrl + U &9V |

Ahel 3T & di¢ IDE & 1d “Done uploading” fer@r
JTTIT |
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 Designing a Simple
LED Circuit

(I{d_TASs! Hikhe

SIATN)

To make the LED blink, open Arduino IDE and follow these
steps:

1. Go to File — Examples — Basics — Blink
2. Select the correct Board and Port.
3. Click Upload.

Once uploaded, the LED connected to pin 13 on the Arduino Uno
will start blinking.

Toss! dl fedld A & foIT Arduino IDE @rel 3iR &
PSH TATT:

1. ST File — Examples — Basics — Blink
2. He! Board 31X Port & |
3. Y Upload WX T&Feldd |

3UAS @l & d¢ Arduino Uno & pin 13 WX o9l sdfdec
Tolsel foolds i ofdraf|

—1 I
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Example: Blink Program (Q?I‘{;"r f<ip
UIITH)

oid setup() {

je(13, OUTPUT);

oid loop() {
igitalWrite(13, HIGH);
y(1000);
te(13, LOW);
lelay(1000);

Explanation:

The LED blinks ON and OFF every second (1000
milliseconds).

You can change the blinking speed by changing the delay
value.

FUT AT IAT PIS TASST & & 1 Febs F 3T 3R
3% T &l

3R 3T feated &1 91 Ieerar ared & a delay(1000)
®l Al dGoT Thd o
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+ Libraries in Arduino

(Arduino # dSe{ST)

Libraries add extra functionality to your Arduino projects
(e.g., controlling sensors, motors, displays).
To include a library:

. Go to Sketch — Include Library — Add .ZIP Library
Once added, the library appears at the top of your sketch
with a #include line.

TSRS 3T Arduino Wieide H TARD BIRAGTHT
Sedl & (S duY, Aley, Brca anfe o @I &) |

ST Sketch — Include Library — Add .ZIP Library
AMSsY SiSel & d1G 31Uech Fehd &l BT A #include
ored fearg ¢af|

+ Role of Serial Monitor
(AT AR A
S (ESClD)

The Serial Monitor is a part of the Arduino IDE.

I
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It serves as a link between your computer and the Arduino
board, allowing you to send and receive data in text form.
It 1s useful for debugging and controlling Arduino through
your computer keyboard.

To open Serial Monitor:

. Click on the magnifying glass icon on the top-right
corner of the IDE, or press Ctrl + Shift + M.

It opens a separate window showing communication between
Arduino and your computer.

TiIiTer Afae Arduino IDE T THh d-l*écdl—LUCI fear %I
I P AR Arduino A5 & T HAR I ATCITH §,
S8d g1 3T ¢oee & U H 3T AT I1T Utd R
dhd &l
W%E%TWArduinoaﬁm@ﬁjﬁﬁméﬁ
forw agd 3ol &

Serial Monitor @lelad & ToIT:

IDE & Ul ST &l A a9 Pra (magnifying glass)
38 W fFefeh HY T Cirl + Shift + M &aTU|

g Teh Herol fde! @erdr & f38d Arduino 3R dogex
& 9T 3eT W femar ¥

Address-Moazzampur Karari, Kaushambi
Mobile no.-708076746, 6387249072,9026672774

fnn




(ﬂML RK COMPUTER MADEM\{

"""""" website- www.drkca.in, _drkca.com

<+ Embedded (]

Language Basics
(V=3 (0] HINT &b

Aol TAgIa(
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Introduction

(IR=)

Embedded C Programming Language, widely used in the
development of Embedded Systems, is an extension of the C
Programming Language. It uses the same syntax and
semantics of C, such as main function, data type declaration,
variables, loops, functions, and statements.

Tdeg C Yranfder ofvds, St vass f@ecsd & faog A
ITUeh FT T IUINT I AT &, C HNT & Th OEaR
(extension) &1 TG C HINT T FAT TG AR FgaAt
&l UTeld ddl & o9 — main function, data type

declaration, variables, loops, functions, 3 statements|

> C Language
Introduction (C

ST _HT_ IR=I(
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C is a general-purpose programming language created by

Dennis Ritchie at Bell Laboratories in 1972,

Despite being old, it is still one of the most popular

programming languages.

C 1s strongly associated with UNIX, as it was developed to

write the UNIX operating system.

C Ut IAT-3AT UrEnfHer s &, 59 1972 # 3fag
R (Dennis Ritchie) §RT Bell Laboratories H ST 14T
|

WAl 8l & dTaolg Ie 3TsT 8 Th Tgd SAlh T $TT
ol

C @I UNIX TRfee fTed & e 99 § ifeh 38
UNIX forgar & forw & faefaa fopar aram 2|

- Getting Started
with C

(C T 3TN Y&
GGl

To start using C, you need two things:

—1 I
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1. A text editor (like Notepad) — to write C code.
2. A compiler (like GCC) — to translate C code into
machine language.

C &l 3UINT Y& IA & faw 3muet g Areft
HTaRIhT B

1. Th ¢Fee UgeX (58 Notepad) — i3 for@a &

fera|
2. U HUBeR (S8 GCC) — P &l AMT Hor H

deole & fog|

> CIDE
Installation

(CIDE AT
AT

An IDE (Integrated Development Environment) is used to

edit and compile code.
Popular IDEs include Code::Blocks, Eclipse, Sublime Text,
and Visual Studio.

—1 I
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They are free and can be used for both editing and
debugging C code.

IDE (Tehlepcd fdehrd dTdTeRoT) @1 3UANIT his HUTCH

3R Fusd S & fov e Far g1

BT IDEs & — Code::Blocks, Eclipse, Sublime Text,

3iR Visual Studioll

T g [AYesh § 3R CPIs A ufse g S991 gl b
forT suier fohw ST ddhd £l

» Using Sublime
Text for C

(Sublime Text T
309 Cbh foru(

Steps to Set Up Sublime Text for C Programming;:

1. Download Sublime Text Editor

2. Download GCC Compiler from
https://sourceforge.net/projects/gcc-winb64/

3. Extract GCC and save it in the C drive.

4. Go to the bin folder of GCC and copy its path.

—1 I
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5. Add the path in:
Settings — System — About — Advanced System
Settings — Environment Variables — System Variables
— Path — Edit — Add New — Paste Path

6. n Sublime, go to Tools — Build System — New Build
System

7. Paste the following code:

"ecmd”: ["gcc $file_name -o ${file_base name} && ./${file_base_name}"],
"selector": “source.c",
"shell": true,

"working dir": "$file path”

8.Save it and create a new file (e.g., first.c)

9.Write your first code and press Ctrl + B to compile & run.

I
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< C _Syntax (C i
R¢ea)

#include <stdio.h>

int main() {
printf("Hello World!™);

return ©;

Explanation :

. #include <stdio.h> — Header file library for
input/output functions like printf().

. main() — The function where program execution
starts.

. printfj ) — Used to print text on the screen.

. return 0: — Ends the main() function
successfully.

—1 I
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.New Lines in C (C

dA d s s

To print a new line, use the \n character.

Example 1:

#include <stdio.h>

int main() {
printf("Hello World!\n");
printf("I am learning C.");

return ©;

Example 2:

#include <stdio.h>
int main() {
printf(“Hello World!\nI am learning C.\nAnd it is awesome!");

return 0;

Address-Moazzampur Karari, Kaushambi r -
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Commentsin C (C

A feoafory(

Comments make the code easier to
understand. They can be used for explanation
or to disable code temporarily during testing.

(i

fecaforar )Comments) @5 & SIS A THE dATAT
el

ST JUAET fIaor a4 AT &I & ERI PIs &l
TR w0 4 ATRT e & forw fovar Srar &

( Single-line

Comment

)

Begins with //

—1 I

Address-Moazzampur Karari, Kaushambi ’
Mobile no.-708076746, 6387249072,9026672774 fnn




BIGITAL RK COMPUTER ACADEMY

website-  www.drkca.in, drkca.com

printf("Hello World!"™);

Multi-line
Comment

Begins with /* and ends with */

printf("Hello World!"™);

Address-Moazzampur Karari, Kaushambi "‘_
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Variables

(ARTTew)

A variable is a named location in
memory used to store data.

It can hold different values during
program execution.

Rules for naming variables in C:

1. It must begin with a letter or underscore ().

2.No spaces or special symbols (%, $, # etc.) are
allowed.

3.C is case-sensitive — Age and age are
different.

JRTFT HAY & Th ATHAh TATT & STt 3¢ TIed
fopar Smar &1
WIS Tt F SRTT ST o dgell ST Febahl

dRTaa a7 @A & FIa:
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1. AT Y e Thdl 38N AT HSTEPR () Bl
e

2.1 & T a1 AW g (% $#307E) 7 &

3. C HTWT case-sensitive & —Age3—ﬁTage 3TTIT- 3Tl

AT ST B
Example:
int age = 20;
float marks = 85.5;
char grade = "A";

Data Types (3¢1
st )

Data types define the type and size of
data a variable can store.

S
Type Keywor|Descriptio (l;j:es Exampl
d n ) e

I
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Sl
Type Keywor |Descriptio (lf:es Exampl
d n e
)
Whole int X =
Int Int 2or4
nteger |in umbers. 1= OF 5.
Decimal floaty
Float gt numbers ? = 3.14;
: doubl
Higher fni ‘
Double |double |precision |8 P
. 3.1415
decimal
9,
Charact S Single i char ¢
er character ="'A’;

3cT et g% A9iRd ot & f6 dRvae v uaR
T 3T TQIM 3R fehdaAr AAY 9|

UDhR

HIAS

faaur

3THR
CIEER)
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PR
UHR  [Pplds [[Gaul RIARTU|
CIEIY)
goiies |int |qUt HEAIr  2d 4 |intx=5;
cRTHd -
A |float | . 4 Poat
&1 3.14;
3T Hcidhdl -
=gl |double 8 pobleqpl
dTell aRI&eTd priclog
38X |[char [Uhol 38X |1 char ¢ ="A";
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Constants and
Literals

(i

A constant is a fixed value that cannot be
changed during program execution.

Types of Constants:

—1 I
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Integer constants (e.g., 10, 25, -50)
Float constants (e.g., 3.14, -0.99)

Character constants (e.g., 'A’, 'b’)
String constants (e.g., "Hello World")

You can also use #define to create named
constants:

#define PI 3.14

PlAEee W AT & SN WA Tl &b SR T8
deeld |

PlAEH P UDN:

. QUIT BHicd¥ee — 10, 25, -50

. EAHIT PiAEEE — 3.14,-0.99
. Ul pid¥ic —'A",'b'

. e sfaede — "Hello World"

#define @ 3 PladEec IATT T bhd g

#define PI 3.14

I
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-+ Operators
(3ATIX)

Operators are symbols used to perform operations on
variables and values.

1. Arithmetic Operators (J10Td[3

v\
ATOREX):
Operator Description Example | Result
i Addition 10+5 15
— Subtraction 10-5 5
* Multiplication 10 *5 50
/ Division 10/5 D)
% Modulus (Remainder) 10 % 3 1
2. Relational Operators (HdY9
A\

ITIEX):

Address-Moazzampur Karari, Kaushambi r
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Operator Meaning Example
== Equal to a==
I= Not equal to al=b
> Greater than a>b
< Less than a<b
>= Greater than or equal to a>=b
<= Less than or equal to a<=b
Logical Operators (dilchd

v
ATUET):

Operator | Description Example
&& Logical AND (a>0&&b>0)
! Logical NOT '(a>b)

Expressions  (31{cahan(

An expression is a combination of operands
(variables or constants) and operators that
produces a value.

Example:

—1 =
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int x =10 + 5 * 2;

fdcais (Expressions) dRTgew 3R AT @ odr
TS & S Th AT 3cUeed BT o

Jale}u:

int X = 10 + 5 * 2;

Assignment Operator (3THISAHC

\,

LX)

Used to assign values to variables.

X = 10;
y = X + 5;

ERAHC AW (=) & 39T AT IRTIST Bl A
2 & forr fram Srar §

=

Address-Moazzampur Karari, Kaushambi r
Mobile no.-708076746, 6387249072,9026672774 fnn




(PIGITAL RK COMPUTER ACADEMY

website-  www.drkca.in, drkca.com

** Variables
in C

Variables are containers for storing data values, like
numbers and characters. In C, there are different
types of variables (defined with different keywords),
for example:

. int - stores integers (whole numbers), without
decimals, such as 123 or -123

. float - stores floating point numbers, with
decimals, such as 19.99 or -19.99

. char - stores single characters, such as 'a' or 'B'.
Characters are surrounded by single quotes

INTTT 3T dogeT N TR WA & fow e 8 §,
a@ W 3‘ﬁT a;ial:31| Cﬁ, iaimra UhIX a; 3ii’:’€|<vl=l
gid § (faffe=r Hrasy & @ gRATv), Sareor &
for:

. int - QUT HEIATW (whole numbers) FER AT &, [T
CRIHAST o, o 123 IT -123
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(i

. float - FITCIT UBE AR FER BT ©, GAFAT &b
1Y, S 19.99 I1 -19.99

. char - 9Tl RFeT TER Har &, 3T 'a' AT 'B'|
hieFeX THITel hicH H B &

Syntax:
<type> <variableName> = value;

Example 1:

Example 2:

/I Declare a variable

int myNum;

// Assign a value to the variable
myNum = 135;

## Format Specifiers in C:

Format specifiers are used together with the
printf() function to tell the compiler what type of
data the variable 1s storing. It 1s basically a
placeholder for the variable value. A format
specifier starts with a percentage sign %, followed

I
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by a character. For example, to output the value of

an int variable, use the format specifier %d
surrounded by double quotes (""), inside the
printf() function:

ey fAfAERme &1 TR printf() HaRiT & 1 fopam
ST & dTfeh HhUSeR DI IE Id1am S Heb fob W ford
UhR o 3T Pl UL P T ¢l Ig HA T § W

AT P T T g alest &1 T uvy fafaders

ufaerd Rg % @ Y& edT &, 3Hh dIG Teh ol g &
3GTeX0T & oI, int T & AT Pl HT3¢YC A & [T,

printf() BeFRIT & Y 3ol dicH ("") ¥ O gy
fafaded % d &1 3udeT H:

### Example:

// Create variables int myNum = 15; // Integer (whole
number) float myFloatNum = 5.99; // Floating point
number char myLetter = 'D'; // Character

// Print variables printf("%d\n", myNum); printf("%f\n",
myFloatNum); printf("%c\n", myLetter); °

=
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Declare Multiple
Variables

"%d", x + vy + z);

» Identifiers

Identifiers are names given to program elements, such
as variables, arrays, functions, structures, unions and
labels etc. An 1dentifier can be composed only of
uppercase, lowercase letters, underscore and digits, but
should start only with an alphabet or an underscore.

Address-Moazzampur Karari, Kaushambi r —
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aRuad, WX, BT, F¢FaR, A AR ofddl 31| Th
3P T I hdT &, oifched hdol T Tehee IT
HETEPR H YE Tl dMiel|

. Valid identifiers: total, sum, average, x, y, mark 1,
x1

(

Note: Underscore character 1s usually used as a link
between two words in long identifiers.

I 3TN e IMAGR W od 3mesferrr & a
Gl & g U foip & ®U & 3uATer foRam ST §

* Built-in__Data
Types _

[decea 21 e1sy-

Data types are the definition you use to assign the type
to the variable that determines what value it is going to

Address-Moazzampur Karari, Kaushambi r
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store and manipulate. Whenever you declare a variable
it requires a data type to be declared with. Every data
type comes with a certain size and range when declared,
assigns that size and range to the variable automatically.

3T T3U g URANT & S@dr 3udier 319 daRuded &
Jh Pl ST Bl & oT g & o I8 [aRa
arell &1 STd 81 37T Th IRTA Pl BFelX i & ol
b 1Y Teh 3T <3y hl TaThdT aldl &1 & T
crey T AT 3R 3R WAT & Y HTAT & o1
fBFaax Thar ST &, 3931 PR 3R AT &r
dRUga o Taarfeld §T I 398 AT &l

Format Data .
ya Size | Description
Specifier Type | =
%d or %i int <8 oL WD
bytes numbers
6-7 decimal
(o)
Yof float 4 Dbytes digits
%lf double |8 bytes| > decima
digits
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Format Data

Specifier | Type —Z& | Description

single

o

YoC char 1 byte character
f

%s strings gti?:gs d

Example:

// Create variables

int myNum = 5; // Integer
(whole number)

float myFloatNum = 5.99; // Floating
point number

double myNum = 19.99; // double
char myletter = 'D'; // Character
char myText[] = "Hello"; // String

// Print variables

printf ("$d\n", myNum) ;
printf ("$f\n", myFloatNum) ;
printf("oc\n" myLetter) ;
printf ("ss", myText);

## C Decimal Precision (C ENEERIIﬁtNEHI)

=
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If you want to remove the extra =zeros

(set decimal precision), you can use a
dot (.) followed by a number that
specifies how many digits that should be
shown after the decimal point:

Ife 3T RS Yedl B g Aed & (SAHAT TRYGAT
AR ozam), a 30 v fig () & a1 T FqE; P
3T A Fohd & o fAfCE oar & 76 eeeerd foig &

aig fhdel 31 fe@mr o =nfeu:

"float myFloatNum = 3.5;°

‘printf ("$f\n", myFloatNum); // Default
will show 6 digits after the decimal
polnt

‘printf ("$.1f\n", myFloatNum);  // Only
show 1 digit

"printf ("%$.2f\n", myFloatNum); // Only
show 2 digits

"printf ("%$.4f", myFloatNum);  // Only
show 4 digits

## The sizeof Operator

#include <stdio.h> int main() { int mylInt; float
myFloat; double myDouble; char myChar;

printf ("$1lu\n", sizeof (myInt));
printf ("$1lu\n", sizeof (myFloat))

I
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printf ("$1lu\n", sizeof (myDouble)) ;
printf ("$1lu\n", sizeof (myChar));
return 0O;

b

# Constants and Literals

## What are Constants?

If you don't want others (or yourself) to change existing
variable values, you can use the const keyword. This
will declare the variable as "constant", which means
unchangeable and read-only:

e 39 @ Ired 6 qEd (AT U F) Hiser aRvEad
ATAT P d&of, dT 37T const IS BT 3UINPT H Tbd &l Te
audge & "R & ®U A 9T FHm, FEar 7Y
HIRTAAT IR had tga & faw:

### Example 1:

“const int myNum = 15;° // myNum will
always be 15

‘myNum = 10; " // error: assignment of
read-only variable 'myNum'

—1
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### Example 2:

“const int minutesPerHour;’
‘minutesPerHour = 60;" // error

## What are Literals?

Literals can be defined as data that 1s given 1n a variable
or constant. For example 9, -1.5, "Abhinav",
‘DigitalRK' are literals. Literals are fixed numeric or
non-numeric values.

foreea @t 31 & ®U & oRema frar o1 aar &
STt aRuas a1 FdRce H GAr Sar &1 3eror & forw
9,-1.5, "Abhinav", ‘Digital RK ' @&t forered ¥ foreted

fheres @R a1 Ala-=gaRe deget e B
### Example:

In the following example myNum is called Identifiers,
int 1s data type and 5 is Literals

fAFafaf@a 3o & myNum @ NSSTEHRR &ear e §,
int 3¢ UK © 3R 5 forcied ©

‘int myNum = 5;°

Operators _in C
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Operators are used to perform operations on variables
and values. C divides the operators into the following
groups:

3T T 3TANT T 3R AT T FITddT A & fow fpar
m%lcmaﬁﬁmﬁmwﬁﬁﬁmﬁama

Arithmetic operators

« Assignment operators

« Comparison operators or Relational
Operators

« Logical operators
Bitwise operators

(Arlth metic
operators) _

The Arithmetical operators are the operators which help
you perform the arithmetical operation in your program.
Example: Addition, Subtraction, Divide and Multiply
etc are the Arithmetic operators...

HIATCH AW I AW gid § S 3MUd YarH A
HIATRS IR B F TR FEIAT P 1SS
Siig, "er e, fadrae 3R o 3nfg rdAfesd 3uieX gd 2l
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Types of
Arithmetic
Operators _in_C

The C Arithmetic Operators are of two types based on
the number of operands they work. These are as
follows:
A HPIOTAY HUET HTU0S hl AT &b YR W &l YhR
& d T T 3H UAR B

1. Binary Arithmetic Operators

2. Unary Arithmetic Operators

1. Binary Arithmetic
Operators in C

The C binary arithmetic operators operate or work on
two operands.

AT AT HRIOIAT 3R & ATURUS T F Hld &l
Example :-

I
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#include <stdio.h>

int main()

{
int a = 16, b = 4, res;
printf("a is %d and b is Zd\n", a, b);
res = a + b; 1dditi
printf("a + b is 2d\n", res);
res = a - b;
printf(Ta - b is Zd\n", res);
res = a * b;
printf(©"a * b is Zd\n", res);
res = a / b;
printf(”a / b is %d\n", res);
res = a % b;
printf(T"a 2 b is 2d\n", res);
return ©;

¥

2. Unary Arithmetic
Operatorsin C

The unary arithmetic operators operate or work with a
single operand.

Thel FRIUTAT AU Thel 3TURUS & AT HI A ol
Increment Operator in C

I
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The ‘“++’ operator 1s used to increment the value of an
integer. It can be used in two ways:

‘. HTIRE &1 3UANT foRd quifs & AT & dela & faw
fopar Srar ®1 s 3uer & e & AT a1 Adar §:

1. Pre-increment

#include <stdio.h>

int main()

{
int a = 16, b = 4, res;
res = ++a + ++b; // Pre Increment
printf("Result is Zd\n", res);
return ©;

}

2. Post-increment

#include <stdio.h>
int main()
{
int a = 10, b = 4, res;
res = a++ + b++;
printf("Result is %d\n", res); // Post Increment
res = a + b; // Increased
printf("Result is %Zd\n", res);

return ©;

Decrement Operator in
C

I
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The ‘--* operator is used to decrement the value of an
integer. Just like the increment operator, the decrement

operator can also be used in two ways:

‘- AW T 3UINT fRET QUi & AT @l e & forw
foRaT ST §1 SeshidiT 3T & e &1, Bhide ATmex @
o e alir & 3UATeT fhaT ST GhdT &:

int a = 16, b = 4, res;

res = --a + --b;

printf("Result is Zd\n", res);

int a = 16, b = 4, res;

res = a-- + b--;
printf("Result is #d\n", res);
res = a + b;

d\n", res);

n

printf("Result i

Assignment Operators

An assignment operator assigns a value to a variable

based on the value of another expression:

3AEAHC AT fhdT 37T AfRTh & AT & 3TIR W
fordY T 1 AT AT LA &

I
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Example :-

#include <stdio.h>

int main()

{
int a = 25, b = 53
printf(Ta = b: d\n", a = b);
printf(Ta += b: 2Z2d\n", a += b);
printf(Ta -= b: 2d\n", a -= b);
printf(Ta *= b 2d\n", a *= b))
printf(Ta /= b: Z2d\n", a /= b):
printf(Ta %%= b %d\n", a %= b);
return O;

>

Relational (Comparison)
Operators in  C

The relational operators in C are used for the
comparison of the two operands. All these operators are
binary operators that return true or false values as the

result of comparison.

C H ReIrTel 3HUIET I SUANT &I HURUS & JoIl b Tolu
feram Sirar &1 F FT 3O Irsadl e & S Jelel &
URUMAETRT Teg AT 3 {cT AA dAlerd &l

Example :-

—1 I
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#include <stdio.h>

int main()

{
int a = 25, b = 5;
printf(T™a < b : #d\n", a < b);
printf(©"a > b : 2d\n", a > b);
printf(©a <= b: Zd\n", a <= b);
printf(Ta >= b: Zd\n", a >= b);
printf(©"a == b: 2d\n", a == b);
printf(©a != b #2d\n", a != b);
return ©;

¥

Note: Here, 0 means false and 1 means true.

User Input

To get user input, you can use the scanf() function:

SUINThAT $IYC UTH &l & fol¥, 31T scanf () HaRlA &l

int myNum;
printf("Type a number: \n");
scanft(7%d™”, &myNum) ;

printf("Your number is: 2d”, myNum);

I
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+* Conditional
Statements and

Loops
BT FeeAe 3R
ot

You are aware that C language expression statements
and repetitive statements are used. These statements are
used to assign values and to execute repetitive tasks. A
programming language will be incomplete if it does not

have a decision making statement. These decision
making statements are also called conditional,
execution and selection statements.

Y SAd § b ¢ AT # TRFURI TeHc 3R aredid drel
TCCHSH &1 3UINT Tl Sl &1 I TecHTH dog &l A
X 3R ST I Tl B d fAsarfed aa & o

Address-Moazzampur Karari, Kaushambi r
Mobile no.-708076746, 6387249072,9026672774 fnn




BIGITAL RK COMPUTER ACADEMY

website-  www.drkca.in, drkca.com

3T fohU ST &1 UM HIWT SAdhdCeile @19l 3R SHA
fAuTa o & ¥ecAc A& gl g AT A arel TeeHTH dl
herRTeTel, TTFaagerd 3R Heldrad FecHc T Hal Sdr &

Conditional Statements _

Pl TTHT

In any programming language, there is a need to perform
different tasks based on the condition, that means if the

condition will be true then the block of code will be executed
else not. For this kind of thing we are facilitated to use various
conditional statements to place conditions.

fordT off ManfHer Sfodst & FEAAYA F YR U 3eAIT-3eldT

TR TXHIH e TG Bldl &, Tlell IR HSIAA T
gl O A & clic B TTFFFYE fRAT ST AT AL 5
e & der & v & Affea gad T9&=t &1 3uaeT A

&1 giaar & S B
Type of Statements

. if Statement

. if and else Statement

. else if Statement

=
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. Switch Statement

The if Statement

Ifg ®S qd T ¢ dl [Avuried fopv St aref C IS &

colich Pl fAfeE B & AT if HAT BT FUAT B |
Use the if statement to specify a block of C code to be

executed if a condition 1is true.

Example :-

if (20 > 18) {
printf(”20 is greater than 18");

}

We can also test variables:

Example :-

int x = 203
int vy = 183
G2 (G b AVS T 4
printf(“x is greate tha D)
>

The else Statement

afe e Tea & O fAvufea fopr S artet @IS & sdlle Bl
fafce v & T 37T (else) HAT FT 3UAT A |

Use the else statement to specify a block of code to be

executed if the condition 1s false.

Syntax :-

Address-Moazzampur Karari, Kaushambi
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if (condition) {
} else {
}

Example :-

Check whether an integer is odd or even

int i = 20;
if (i X 2 == ©) {

printf(©"%d is eve Number™, 1i);
} else {

printf( d is Odd Number™, i);
3>

The else if Statement

Ife Ugell AT ITodd & af a5 d [Afey o & fow 3i=gar Ife (else
if) UT BT 3T B

Use the else if statement to specify a new condition if the first

condition 1s false.

Syntax :-
if (conditionl) {
} else if (condition2) {

} else {

}

I
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Example :-

int myNum = 2;

if (myNum > ©) {
printf("The value is a positive number.”);

¥} else if (myNum < ©8) {

printf("The value is a negative number.™);
¥} else {
printf("The value is ©.7);

>

ShortHand If...Else (Ternary
Operator)

There is also a short-hand if else, which is known as the
ternary operator because it consists of three operands. It can
be used to replace multiple lines of code with a single line. It
is often used to replace simple if else statements.

U Q-85 if else 8 &, 50 collY 3T & T & AT AT &
Fifeh SHA T 3TURUS T &l BT SUANT hIs I P URhal Pl
Teh Ufth ¥ dceldd & Tow fRaT ST FehdT &1 SHDI SUINT 3R Tl
if else @HAAT Pl deeld & folw fhar I £l

Example :-

int a 20;
int b = 18;

(a > b) ? printf("a is Greater.") : printf("b is Greater.");

Switch Statement

Address-Moazzampur Karari, Kaushambi ’
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Instead of writing many if..else statements, you can use the
switch statement. The switch statement selects one of many

code blocks to be executed.

&S if.else HUT for@a & I9g, 33U Tag YT &1 YT R
Tohd & Tag ®ya Awurea fhe S atel % 15 colldl d F Tah

BT TIT PIAT gl

Syntax :-
switch (expression) {
case X:
break;
case y:
break;
default:
>
Example :-
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switch (day) {
case 1:
printf("Monday™);
break;
case 2:
printf(“"Tuesday”™);
break;
case 3:
printf("Wednesday™);
break;
case 4:
printf (" Thursday”);
break;
case 5:
printf(“"Friday™);
break;
case 6:
printf("Saturday”);
break;
case 7:
printf("Sunday™);

break;

 Loops in C

Sig d& U Afey Rufa gt & St &, Loops @15 & U <clieh i
favurfied # @dhd &1 Loops 3UANEN B0 & Fifeh I IFI IO &,

—1 I
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Il FA Fd ¢ 3R s A 3RAF gsAT a1 B

Loops can execute a block of code as long as a specified

condition is reached. Loops are handy because they save time,
reduce errors, and they make code more readable.

Type of loop in C
. While loop

. Do while loop
. For loop
. Nested loop

. Infinite loop

While Loop in C

S a& fafée Rufd true &, while o0 ®15 & UF i & ACIH
d o T B
The while loop loops through a block of code as long as a

specified condition is true:

Syntax :-

while (condition) {

Example 1 :-

—1 =
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int 1 = ©;

while (i < 5) {

printf("xd\n", 1):
i++;
>
Example 2 :-
Iint I = O3
while (i < 5) {
rintf(T"goalyaan\nT )3
N s
Note:

Do not forget to increase the variable used in the condition
(it++), otherwise the loop will never end!

hEIRA (i++) H UID dRTTA Pl FoTell o 3el, 3IAUT U Halr
G Tl gl

The Do/While Loop

The do/while loop is a variant of the while loop. This loop
will execute the code block once, before checking if the

condition is true, then it will repeat the loop as long as the
condition is true.

do/while U, while U H TH UHR &l I& oU Uh IR BIS el
®r [aeuifed dem, Ig I ¥ Usol T 7 Ifd O §, 394
d1G IE ol dd b QeI S deh 6 feAfd ' B

Syntax :-
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} while (condition);

Example :-

#include <stdio.h
int main() {

int 1 = 6;

do {
tf("Goalyaan\n™);
i4+;
¥ while (i < 3);

return ©;

Break and Continue in While L.oop
3T while U # break 3R continue T M 3TAIT I Hhd &

You can also use break and continue in while loops.

Break Example :-

int 1 = ©;
while (i < 10) {
if (i == 4) {

break;
intf("2d\n", 1i);

i++;

p s
J

Continue Example :-
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int i = ©;
while (i < 1©) {
if (i == 4) {
i++;

continue;

printf("%d\n~", i):;

For Loopin C

When you know exactly how many times you want to loop
through a block of code, use the for loop instead of a while
loop.

STd 3TYeh! Ul & o6 3Teh! his & fohdll scfich @l fhclell IR oW

BT §, a while U & TAT W for U P UAT Pl

Syntax :-

for (expressionl; expression2; expression3) {

}

Example 1 :-

s s =i

for (i = ©; i < 5; i++) {
printf(T"2d\n", 1i);

¥

I
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Example 2 :-

int i;

for (i = 0; i < 5; i++) {
printf(“goalyaan\n™);

¥

Break and Continue in For Loop

Break :-

You have already seen the break statement used in the switch

statement. It was used to "jump out" of a switch statement.
The break statement can also be used to jump out of a loop.

394 Ugel & switch TcHe H STAATA [T 9T break TTHT Al
Sq@T ¥ 3BT SEAATA switch FTede H "jump out" & & forw
fRaT STaT 2T| break FTHT &1 SEAATA ¥ I AKX Avelad & forw
i forar ST FhaT &

Example :-

int i;
for (i = ©; i < 10; i++) {
if (i == 4) {
break;
>
printf("2d\n", i);
X

Continue :-

—1 =
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I #S continue TEATT BT §, A I HUST TH iteration & dIs
&dr & 31 3791l iteration & U IR T Bl

The continue statement breaks one iteration (in the loop) if a
specified condition occurs, and continues with the next

1teration.
Example :-
int i;
for (i = ©; i < 10; i++) {
if (i == 4) {
continue;
¥
printf("2d\n", 1i);
¥

Nested [Loops - s dH

A

It 1s also possible to place a loop inside another loop. This is
called a nested loop. The "inner loop" will be executed one
time for each iteration of the "outer loop".

U U B GEY AU & e TWAT o HHG ¥ SH AXS U Pl AT
&1 "3ale ou” @l "Il Ut i gAd gy & fow Te ar
faeurfea forar soem|

Syntax :-

—1 =
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for (initialization; condition; increment) {

for (initialization; condition; increment) {

}

Example 1 :-

for (1 =1; 1 <=2; ++i) {

printf("Outer: %d\n", i);

for (j =1; j <= 3; ++j) {
printf(" Inner: %d\n", j);

}

Example 2

INEFITNRC]
for (1 = 1; i <= 5; i++) {
for (J = 1; j <= i; Jj++) {
printf(©2d ", j);
¥

printf("\n");

Example 3 :-

Address-Moazzampur Karari, Kaushambi "‘_
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T EREI )
for (i = 1; i <= 5; i++) {
for (J = 1; j <= i; j++) {
pElInGE Galtiaw) s
by
printf("\n");
¥

Infinite Loops - I IES it

A Y

An infinite loop 1s a looping construct that does not terminate
the loop and executes it forever. It is also called an indefinite
loop or endless loop. It either has continuous output or no

output.

Udh HAd od dg Tl & il DI TAH el @il 3R U Pl &AM &
forT ot Wt §1 38 fAfRdareld U a1 ideld ou 8 FEr S
el

Example 1 :-

for (G3) {
printf(“"GoalYaan");

¥

Example 2 :-

int 1 = ©;

while (i < 5) {
printf(“"goalyaan\n™);

¥

I
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(Arrays) RO .-

Arrays are used to store multiple values in a single variable,

instead of declaring separate variables for each value. To
create an array, define the data type (like int) and specify the
name of the array followed by square brackets [].

Arrays @1 30T Teh & dRTTSA H &S AT &I FIET A & Tolw
forar Sar |

Example :-

int marks[] = {25, 50, 75, 100};
printf("%d"”, marks[©]);

Set Array Size :-

Another common way to create arrays is to specify the size

and add elements later.

int myNumbers[4];

myNumbers[©] = 25;
myNumbers[1] = 506;
myNumbers[2] = 75;
myNumbers[3] = 1606;

printf("%d”, myNumbers[©]):;

Change an Array Element :-

int marks[] =
marks[©] = 33;

printf("%d"”, marks[©]);

{25, se, 75, 100};

I
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Loop through an Array :-
You can loop through array elements with the for loop.

int marks[] = {25, 5©, 75, 100};

for (int 1 = 0©; i < 4; i++) {
printf("%2d\n", marks[i]);

¥

Functions in C

HRAT PIS Pl Th solich & oIl bdel JH I PIAT & oI 38 piod
foram STeT %

39 fRdT B # a1, T8 parameters & 4 H AT ST &,
U N qHd &

HeRRIeH I UM HS B Bl & foT f6AT S1a1 &, 3R A HIs &
ged: 3UANT el & foll AEcaqul &: HIS Pl U IR TRHATNT HY,
3R 38 F$ IR 3T H|

A function is a block of code which only runs when it is
called.

You can pass data, known as parameters, into a function.
Functions are used to perform certain actions, and they are
important for reusing code: Define the code once, and use it
many times.

Predefined Functions

For example, main() is a function, which is used to execute
code, and printf() is a function; used to output/print text to the

—1 =
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SCreen.

JaAIERUI b AT, main() v HoeiT &, Toraenr sugiT dig
fauifea e & forw fopar amar €, 3R printf() T HaRl §;
forHenT 30T BT W Taee 3m3eye/ e & & forw fham Srar &:

Example :-

int main() {
printf("Hello World!™);
return ©;

}

User Defined Function

To create (often referred to as declare) your own function,
specify the name of the function, followed by parentheses ()
and curly brackets {}:

3TAT TIT AT BRI T (T 3R 9iifd #Er &gl a1 §) &

fou, e @ a7 fAfde H, 39 9 disd () IR gATGER
PIH {3 ET|

Syntax :-

returnType functionName(parameterl, parameter2, parameter3) {

}

Return Type

The void keyword indicates that the function should not return
a value. If you want the function to return a value, you can use

—1 =
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a data type (such as int or float) instead of void, and use the

return keyword inside the function.

void ®Ias ITE Hbd ¢dl & b B Pl HIs AT el dlerl dAMey|
Ife 3T Ied & F FaRE Pis A @lerw, af 3T void & IS
3T YR (19 int AT float) T JUAIT Y Thd &, 3R HaiT &
3ieI  return T 3UANT TN Thd &l

Using void Type

Example 1 :-

#include <stdio.h>

void myFunction() {
rintf ("I just got executed!™);

3

int main() {
myFunction();

return ©;

3

Example 2 :-
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void calculateSum(int x, int y) {
int sum = X + y;

printf("The sum of %d + %d is: %d", x, y, sum);

int main() {
calculateSum(5, 8);

return ©;

Example 3 :-

void myFunction(char name[], int age) {

printf("Hello %s. You are %d years old.\n", name, age);

int main() {
myFunction(”Liam"”, 3);
myFunction("Jenny™, 14);
myFunction(“Anja", 3©);

return ©;

Return Values

Example 1 :-

int myFunction(int x) {

return S5 + X;

int main() {
printf("Result is: %d", myFunction(3));

return ©;

I
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Example 2 :-

int myFunction(int x, int y) {

return x + y;

int main() {
printf(“"Result is: %d", myFunction(5, 3));

return ©;

Standard Library of C Functions in Arduino
IDE

The Arduino IDE provides access to a large group of standard
C libraries through the use of the #include directive. This
gives programmers access to pre-made functions, as well as

libraries written specifically for Arduino.

Arduino IDE #include fAGr & 3UAT & HAAD C YAl &
Th I3 HIg dh Ugd Ul il &

void setup() Function

In Arduino, the void setup() function is used to initialize
variables, set pin modes, and start using libraries at the
beginning of a program.

Arduino &, void setup() WaRIA HT 3T dRTTed PN URHA
A, O Alg AT FA 3R ARG YE i & forw fhar Jrar gl

Example :-

I
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int button = 5; ]

int LED = 6;

void setup() {
pinMode(button, INPUT);
pinMode(LED, OUTPUT);

}

pinMode() Function

The pinMode() function is used to configure a specific pin to
behave either as an input or an output.

pinMode() eI @1 3UAaT fhdl T @l 3aAge AT 3M3eye
& T H A A P few fpAr S &

Syntax :-
void setup() {

pinMode(pin, mode);

}

void loop() Function

In Arduino, the void loop() function is a required part of every
sketch that contains the main code. It runs repeatedly until the
Arduino 1s powered off or reset.

Arduino #H, void loop() Wl & Thd &I HTARID
foTar a1 € S a9 do Iddl & ofd do Arduino &€ T
J8c 81 & S|

Example :-

—1 =

Address-Moazzampur Karari, Kaushambi ’
Mobile no.-708076746, 6387249072,9026672774 fnn




BIGITAL RK COMPUTER ACADEMY

website-  www.drkca.in, drkca.com

void loop() {
if (digitalRead(button) == HIGH) {
digitalWrite(LED, HIGH);
delay(500);
digitalWrite(LED, LOW);
delay(500);

}

digital Write() Function

The digitalWrite() function is used to write a HIGH or LOW
value to a digital pin.

digitalWrite() ®aR1a @1 3udieT Bfacad U9 W HIGH =T
LOW &A1 for@a & forw frar Jrar &1

Syntax :-
void loop() {

digitalwrite(pin, value);

>

digitalRead() Function

Reads the value from a specified digital pin, to check either
HIGH or LOW.

3= 1 [AF A Ja da & fow [ty Bfoea U9 9 74
gedT &l

Syntax :-

digitalRead(pin);

—1 I
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analogRead() Function

By using the analogRead() function, we can read the
status of any sensor applied to one of the pins.

analogRead() o &1 30T dXeh, A fohdl a1
feufa ge dad Tl

Syntax :-

analogRead(pin);

delav() Function

Pauses the program for the specified amount of time (in
milliseconds). There are 1000 milliseconds in one second.

WA B ARG g7 ([Feass #) & T Ua &ar B
Syntax :-

delay(ms);

Communication Functions - FRIfYHRI-
thaR-

I
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The Arduino's primary communication method allows it to

send and receive data with a computer or other devices via a
serial connection.

Arduino &1 grafHe IR A 38 HTIgex A1 3T SURON
& 1T JINTT FAaRE & ATCIHT T 3T Aol 3R ug =

&1 Al St B
Serial Communication

Used for communication between the Arduino board and a
computer or other devices. All Arduino boards have at least
one serial port (UART/USART).

Arduino @18 3R AT AT H=T UM & &g IR &
forT suater feam Srar g1

USART = Universal Synchronous Asynchronous Receiver

Transmitter

UART = Universal Asynchronous Receiver/Transmitter

Serial.begin() Function

Everything begins with the Serial.begin() function. This
function in the setup() routine is executed only once, that is,
when the Arduino is starting.

99 & Serial.begin() ¥ YE TAT &1 IS PHdel Th dR
Il & I Arduino & BT &

Example :-

—1

Address-Moazzampur Karari, Kaushambi ’
Mobile no.-708076746, 6387249072,9026672774 fnn

=




7

GITAL RK COMPUTER ACADEMY

website- www.drkca.in, drkca.com
void setup() {
Serial.begin(9600);

}

Serial.print() and Serial.printin()

Both print data to the serial port as human-readable ASCII
text. The println() version also adds a carriage return and a
new line.

arat 2eT B ANTT TE W ASCII eaee & ®U & e g
&1 printin() AT dBT ST &l

Example :-

void setup() {
Serial.begin(9600);

¥

void loop() {
Serial.print("Welcome to GoalYaan");

Serial.println("Welcome to GoalYaan™);

Chapter 5 _security and

Future of IoT Ecosystem
(XoT uriRfEAufaeht 7 hr e HN Hidsy)

2 Need of Security in IoT _ Why Security?

—1 I
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IoT:ﬁ’r G&T ol MaRTehdl — Al S & FI&T?

Every connected device creates opportunities for
attackers. These vulnerabilities are broad, even
for a single small device. The risks include
data transfer, device access, malfunctioning
devices, and always-on/always-connected devices.

W BedFes Zazd AT & AU Th TR a1 g1 3
PHASNIT ATUH BT &, TSl dob fob Th B SURIT &
forw off| NT@AT A 3T g, Barsd vagd, fBaa W«
BT AR TAA Te]/PAFeS IgAT AT B

The main challenge is the limitation of

security in low-cost devices and the growing

number of devices creating more attack
opportunities.

ALY Al A ST drel SV &l FLET HAU 3R
el

<> Privacy for IoT Enabled Devices
IoT &1 3UAUN A MNUSARIT

1. Secure the loT Network

Protect the IoT network by using antivirus,
anti-malware, firewalls, and intrusion
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detection systems.
IoT sicad &l FUEd W — U&aRRE, Ud-HATARR,
BRI, 3R galc UHATH HECH &1 U Al

. Authenticate the loT Devices

Use two-factor authentication, digital
certificates, and biometrics.

IoT f3ar58 &l UAIOId Y — &l-hRReh JHATUIRUT,
Bfoes ey 3k aAfcaw &1 3uAeT Fi|

. Use loT Data Encryption

Encrypt data at rest and in transit using
cryptographic algorithms.
IoT 3T Uf=peerd &l 3uA9T &Y — R 3R eifae et

#l Tlpte Hi|

. Use loT PKI Security Methods

Use X.509 digital certificates and
public/private key management.

IoT PKI gaT fafeil &l IuAlr i — X.509 feforee
UATOTAT 3R FdSTAD /fAsh Hof gdud Sy i

. Use 10T Security Analytics

Use tools that can detect IoT-specific
attacks that traditional firewalls can't.
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IoT H& UAAIfeerd &l IUANT Bl VH ol &l
3UANT &Y S IoT-TafIE Tocll &1 Tl o b |

6. Use |oT APl Security Methods

Secure data movement between devices
and systems using REST-based APIs.

IoT API {&T TIfeRit &1 3Uer Y had FfApd
fEarsd R qo@ B API b TR S

< IoT Security for Consumer Devices

3UHIHI 3UhUIl & ferd IoT FIaT

IoT security requires Identification,
Authentication, Authorization, and Monitoring.

IoT ¥am & for ugard, yarofieor, mifeor, 3R fAermeh
HTaRTH &

1. Identification _ Ugdld

Devices must have secure identifiers like serial
numbers.

3UAON & U AT Tediddhd! ol aiel ofd drge
A |

2. Authentication _  YHTONHRIOT

Establish a trusted connection between devices

I
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and networks.

3URIUT AR Acdsd & T Th AUTANT PAaRIaT AT
G g

3. Authorization _ UTf&eRIoT

Define what actions each device is allowed to
perform.

UcAeh a1y @l AJATA UrH Hral Bl oA Hi|
4. Monitoring _ T39I

Detect unusual data patterns to prevent
breaches.

HATATET 3T Uced &1 Ugdld & 3R GI&T Seodd Udh|

< Security Levels _ gI&ll TX

1. Low-Level Attack A& X Pl &Hd

Attack attempt fails.
THAT B &1 JI T A% & AT &l

2. Medium-Level Attack HYIH T bl EHe
Attacker only listens but doesnt change data.
EHOTY hdol Al &, Sl &l dceldT|

I
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3. High-Level Attack _3<d T &I &

Attacker modifies or corrupts data.
THATAY 3T H dGolld Al & IT 39 HT AT o

4. Extremely High-Level Attack 31ca®@1& 3Td

A bl ©diell

Unauthorized access, illegal operation, or DDoS
attack.

HATAGA gder, HAY T AT DDOS  EHe|
& Protecting |oT Devices — 0T U0l Y

5 Rl
1. Keep Changing Your Password _UrHds dcod &

Regularly change passwords for all devices.
gt IURON & UdS FAI-TAT W 6ol |

2. Update Your Device _ 31Ul 3UaUT 3Use IW

Enable automatic updates and install
security patches.

el 3use HaTH A 3 geaT Uu sEerd Bl

3. Reduce Use of Cloud _ 133 &l 3TN HH B

Avoid unnecessary cloud storage to prevent
hacking.
efhdT § T & oIl FAT38 &1 HH 3TN Bl |

=
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4. Use Secondary Network _31e19T acdsd &l 3TN &

Use a separate Wi-Fi for IoT devices.
IoT 3UdUN & ToIT 37197 d3-FIS dedd &l ST

B

<& Botnet — dicdc

A Botnet is a network of Internet-connected devices
(computers, servers, mobiles, IoT) used for spam,
fraud, or DDoS attacks.

dicae $T¥ele § S UMM (Fyex, TR, HAasd, loT)
BT T Bl &, [o@d 3uder A, 9r@rgst a1 DDoS
&Hol & forw fopar rar &

The term comes from Robot + Network.
Ig A Robot 31X Network I Ao o §l

Future in loT Ecosystem — loT SehI fAEeat &l
IELE

The future of IoT has the potential to be
limitless. The IoT is considered the future of the
Internet. In future, the IoT will completely change
our living styles and business models. It will allow
people and devices to communicate anytime,
anywhere, using any network or service.
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IoT @ Hiaeg IENTHT HHGAI & I 3T &1 3 T

&7 AfaST AT ST &1 AfgsT 7 loT AT Shaadielr iR
IH Aisel Bl QI e &l ol Tg oonl 3 3ueont
o7 T ot Tora, el o, forelt off Acad a1 dar @
3O A §T HAlG A I HFATT S|

The main goal of IoT is to create a superior
world for human beings.

IoT &7 J&T 32T ATAl & fIT Teh dFe giaidT Ieret ¢

£ Key Advantages of Future loT Ecosystem —

7S & |oT TrREATAD I3 & oI

1. Artificial Intelligence will become smarter
than ever (AI gl ¥ S TATE & SITUIM)

In the IoT environment, devices like smart
lights, coffee makers, and home hubs collect
user data and analyze habits for better
business decisions.

IoT TRl 3, el 3UMUT oif ansfear Reed,

fore faaa fopar Srar 2
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2. High-speed Internet will push the growth

further (s-Tds c¥de e @ de@r 29m)

Companies will launch high-speed data
transmission technologies that will make networks
faster and improve IoT performance.

HUAAT TS-FNS 3T TAAAT depelich auaf, forad
aeasd 3R asF gl 3K oT &1 yedid dgaY g

3. Security concerns will increase

deafh)
As the number of IoT devices increases, SO
will the risk of security and privacy issues.

IoT 30l hr TE&AT dga &, FI&T 3R aNuAadr
gad Ramd o adaf|

4. Cities will become smarter (X IR T
g91)
IoT will enable smart cities to automate data

collection from cameras, kiosks, and parking
systems, saving time and money.

IoT & ACIH A THC A A Farr, urfehar T,
IR 3T dET O 3T Tourfad U 8 THhT har a1
HehaT |
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& Need of Powerful Core for Building Secure
Algorithms — &I TN & fAAT0T & faw

QITTh ATl I T ITTThdl

To protect user privacy and prevent IoT data
breaches, encryption and key management must be
used.

SUARTRAr & MUATAr H & & fow, HAdAd Fpcctantn
TodXel 3 Tfpeera depcilehl T 3UAeT 3MTaTh &l

Encrypt data both at rest and during transfer.

3T Bl TERS 3R AT Gl FAT T Tiewhee il

\

£ What is Cryptography — Tehtelambr =m 872

Cryptography is the technique of securing information
through the wuse of codes, allowing only authorized
persons to access it.

Rrceramhr teh dehclles & T PIg &1 3UATT ST FIAT Bl

GBI IR AT &, dTieh hael 3HTUpd <Fih & 56 FHAS
b |

& Types of Cryptography — fohtaiaTdr &
Ul
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1. Symmetric Key Cryptography — HHAT goil
forcetamhr

Both sender and receiver use the same key to
encrypt and decrypt data.

AT arell 3R Urdehd all Teh & ol Bl 3UANTT A
el

Examples: DES (Data Encryption Standard)
and AES (Advanced Encryption Standard).

2. Asymmetric Key Cryptography — 3T@HA{RAT Hofl
frcetarh

Uses two keys: a public key for encryption
and a private key for decryption.
Even if the public key is known, only the
private key holder can decrypt it.

3cleXul: RSA (Rivest_Shamir_Adleman) Algorithm.

< Examples for New Trends — loT & 3
dbailhl Ui (Al, ML Integration)

Artificial Intelligence (AI) and Machine Learning (ML)
are software techniques that make computers
intelligent — they can analyze data and make
decisions like humans.

—1 I

Address-Moazzampur Karari, Kaushambi "
Mobile no.-708076746, 6387249072,9026672774 fnn




DIGITAL RK COMPUTER ACADEMY

website-  www.drkca.in, drkca.com

Al 3R ML Q& Gdelich § S htgeX &l a1l Sl Jigaam
Sl Bl

1.

Subsets of Artificial Intelligence — hI[HA

Jigadl & 3udg

—7

Machine Learning (3130 o).

Computer programs automatically learn from data
without human help.

&l

. Deep Learning (39_oIfeer).

Learns from large amounts of unstructured data
(like text, images, videos).

ST AT & 3T F W@ Y &JAdT QT &l

. Neural Networks (={d_acdd):

Computer systems inspired by the human brain;
made up of interconnected layers called neurons.

AAT AT T e B FA dlel TedlliRT &l FIHg |

. Natural Language Processin AT

Machines understand, interpret, and respond to
human language.

AMS ATT HWT A Uedr IR FgHASTAT T
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5. Computer Vision (&t {asT):

Computers analyze and understand images to
make decisions.

YT BIIAT Pl Ugdledd RN FHASA H HETH Bd o

£ Machine Learning (ML) — 101 SIfefar

Machine Learning is a subset of AI that allows
systems to improve automatically through data and

ex

perience.

AMe oIfeior Al &Y @n & St &EeA A 3er 3N g |
ge drga # H&TH It §l

It

builds models using training data to make

predictions or decisions.

Ig UTALTOT eT & NUR W Jiasgarfor=r iR Aot oY &

The term Machine Learning was coined in 1959 by
Arthur Samuel (IBM).

JAMSA oIfeior req bl Le3NA 1959 # 3 H31el (IBM)

a

hr oY)

& Difference between Al and ML — Al 3iR AR

o

9T A 3X
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Artificial Intelligence Machine Learning

(AI)

(ML)

Enables a machine to
simulate human behavior.

Allows a machine to learn
from data automatically.

T3S AMA Bl AT TaeR I
Thol PIY DT &THAT T &l

TATS AT & T I Tad:
M@ hr eTHar &ar &l

Goal: Build smart systems
like humans.

Goal: Learn from data to
produce accurate results.

329F: 3 ol FTAE fRATeH
AT

32RT: 3T O H@H b
gRoTeH 2|

Al performs any human-like
task.

ML performs specific tasks
through training.

TS fopal off ST FRT B AT
bl T

TATS AW it & forw
giIf&d erar &

Includes ML and Deep
Learning.

Deep Learning
of ML.

is a part

T3S H THATS 3R g dfder gar
nfdrer gl

ST oIfeldT THUS bl SUHTIT &I

Broad scope and applications.

Limited scope compared to
Al
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Artificial Intelligence
(AI)

Machine Learning
(ML)

T3TS T ST Igcl <ATUh ¢

UHATS &l R AIfAd &l

Examples: Siri, Alexa, chatbots,|[Examples: Google search,
expert systems, humanoid recommender systems,
robots. Facebook tagging.
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